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FREFACE 


This research memorandum Is essentially a status report of a RAND 
study of deetronle reconnaissance* It Is Intended to outline the 
study^ to give some eonclxislons %diich have been reached^ and to state 
a ntoBber of problems idiieh require further effort* The study reported 
here deals only with peacetime^ cold-vary or pre-O-Day reconnaissance* 

A companion study on the active ear phase has been under way for some 
time* It is planned eventually to relate these two studies and to devise 
plans for well equipped arganlzatlahs idilch can be deployed in peacetime 
to meet cold war intelligence requirements an d eiqjanded in wartime to 
support an aeUve war effort as conqpletely as possible* 

An exaninatioh of the list of probLens remaining in this study shows 
that there are many aspects of electronic reconnaissance which are not 
well understood* This situation arises from the fact that electronic 
reconnaissance is a relatively new activity idiich is only beginning to 
demonstrate its intelligmce potential, and from the fact that military 
electronics has progressed so r^idly in the last 20 years that electronic 
reconnaissance is continually confronted with new technical problems* 

At the same time, a comparison of the conclusions reached at this 
point with the current equipments and organisational practices shows 
that considerable knowledge about electronic reconnaissance exLsts which 
has not yet been effectively ePPUed, because of slow developments In 
equipments and organizations* 

Subsequent reports covering individual aspects of this study and 
changes in the outline will be issued as thqy are completed* 
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PRB-D-DAY ELECTRONIC RECONNAISSANCE OF THE SOVIET ONION 
AND SATELLITE NATIONS 


!• Bxanples of intelUgenee i^ch cn be cibtaLnad throu^ electronic 
recomais sance 

A« Order of battle of troops equipped with electronic devices 
B« Puxpose of electronic devices in Soviet operations 
C* Capability of electronic devices to meet requiranente 
D* Vulnerability of electronic weapon systems to countermeasurea 
B* Physical characteristics and limitations of electronic devices 
F* Rdationship of electronic devices to other devices in systems 
0* Level of Soviet operational readiness 
H* Indication of enemy action and Intentions 

H* Description of electronic reconnaissance process 
A* Detection of new or unusual sigials (Pioneer) 

B* Reception of data for analysis (Detail) 

C* Analysis of received data (Interpretation) 

!• Signal analysis 
a* Frequency 
b* Modulation t3rpe 
c« Modulation waveforms 
d* Direction or location of transmitter 
e« Si^al strength 
f* Scanning pattern 
g« Polarisation 
h. Operating schedule 

2* Intelligence analysis, using collateral data to Interpret 
signal characteristics in terms of desired Intelligence 
in part I, 
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III* Geography and propagation 

A* Map of Soviet •dominated teirritory showing e^qpected Soviet elec- 
tronic activities and areas in which reconnaissance activities 
can be carried out without overflight of Soviet— dominated 
territory 

B* Propagation of radio signals 
1* frequency ranges 
2* Propagation mechanisms 

IV* Electronic reconnaissance systems without overflight 

A* Intercept stations 

1* l^es and locations (vehicles) 
a* Ground fixed 
b* expound mobile 
c* Aircraft 
d* Missile 
e* Free balloon 
f* Large ship 
g* Small ship or boat 
h* Agent 
2* Equipments 

a* Receivers for detectim md reception, effect of frequency 
b* Antennas, D/f, etc* 

c* Recorders, removal of human error, cooperation with analyzers 
d* Indicators, need for human mechanics 
B* Analysis facilities, locations 

1* Signal analysis to yield measurable chai'acteristics (II,C,1) 

2* Intelligaice analysis, using all forms of collateral data 
a* Communications intelligence 
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C« CGmmand of electronic reconnaissance effort 
1* IMified command at theater lerel 
2* Use of all intelligence fozns in programming effort 
3« Dissemination of electronic intelligence 

a* Classification as low as permitted hgr security 
b« Outputs 

(1) Theater 

(2) ZI 

U* Coordination of electronic reconnaissance with other collec> 
tion efforts and augmentation of primary mission of 
other collectors 

D« Communications In electronic reconnaissance 
!• Speed with security 
2« Possible solutions 


Overflight Stystens 
A* Manned aircraft 

!• High-altitude mission 

a. Coverage attainable - (R and D),Alr Armies, training 
b» Data recovery - recording, transmission, repeater 
c. Time of availabLllty 

d» Risk - political considerations at time of use 

e. Bsccitation of defenses - related to type of information 
sou^t 

f» Resolving power required in equipment 
2* Low-altitude mlssi — 

(Repeat a. to f, above) 

B« Guided missiles 

(Repeat a, to f. above) 
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C« Fre« balloons 

(Repeat a* to f« above) 

VI« Organization tdr electronic reconnaissance 

A« Introduction « integraticn of electronic reconnaissance program 
into regular intelligence program without creat!lon of a 
"special" force 

B« Organization to follow logically from systems re.)uirements 

1* Need for other intelligence in direction of electronic 
reconnaissance 

2, Need for combined analysis centers including COMINT and 
other collateral sources 

3* Need for combined operations with other collection agencies 
U* Need for rapid analysis and feedback to intercept stations 
Need for labor atozy and model shop facilities 

VII« Problems for further investigatlm 
A* Number of stations required 

B# Requirements for equipments for racelvlng signals 
1* For detection 
2. For reception 
C« Antenna requlrenents 
D* Recording system requlrenents 
B« Indicator requirements 
F* Qrganizatloi requirements 
0* Analysis center requirements 
H* Communication requirements 
I* Force requirements for overflight operations 
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When data obtained electronic reconnalssaice are properly ana» 
lyzed along with infoxmatlon fI*oin other sources it is possible to devdop 
useful intelligence of many types, in addition to i,he obvious ECM re- 
qulronents* The best exploitation of this sou-rr of informatiooi depends 
on proper detailed direction of the dectronic reconnaissance effoz^ and 
on thorough coordination of this effort uith other intelligence activities* 

Electronic reconnaissance operations can be divided into three phases t 

(1) detectton^ in idilch the radiations of interest aure first located 
roughly throug|i use of wide open equipment of low resolution; 

(2) reception* in which detailed observations are made of the 
radiations of interest; 

(3) analysis* in which the received data are exanined for signal, 
characteristics and compared with other types of data to 


produce useful intelligence Informatton. 

Propagation of radio signals and geographic locations of possible sources 
require that equipments for detection and reception be distributed widely 
in ground stations, ships, aircraft, missiles, and other places. Data 
from all the stations in each sector op theater must be collected rapidly 
for analysis in conjunction with other Intelligenee at analysis centers. 
When flight over the Soviet Union and its satellite nations la 
^ den, there is an area in Russia a n d Siberia large enough for the develop- 
ma ti ecpxippin g, and train in g of a large force with , new weapon system. 
c onyletely protected from our external observatt»n . Aga^ts within this 
area might be of some help, but we are not now receiving this type of 
information, and the total we m^ expect to receive is small. Nevertheless, 
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way inqproYemerats are possible and a great deal of Infomatlon can be 
obtained without OYerflight* 

The need for rapid analysis and the difficulties InvolYed with a 
large volume of secure comnunlcation call for the development of theater 
analysis centers and theater control centers* These centers would direct 
the work of all facilities in each theater and analyze the data to pro- 
duce results useful at theater level* This would reduce the amount of 
high speed eommunlcatlon needed tram the theatws to the United States* 

AH 'types of data. Including communication Intelligence, should be ex- 
ploited in these centers* 

All types of intercept stations are capable of unique contributions 
to the total effox^t* All stations within each theater should be brought 
under control of a theater control center for coordinated operations with 
each other and with other intelligence collection activities* Develop- 
ment of station types most uselbl for overflight should be carried out 
now, and stations capable of overflight should be tested in non-overflight 
operations so that they will be ready if overflight becomes possible* 
Development times for many of these station t^rpes will be much longer 
than the tine in which the political situation can change to make them 
usefhl* 

If overflight becomes possible, it may be undertakoi wi'th manned 
aircraft, missiles, or free balloons* Of these, manned aircraft could 
bo put into operation earliest, but the other types would also be needed 
as there would be requiremaits both for sneak missions to observe 
situation without exciting the defense and for observable missions in 
which the purpose would be to excite the defense and reveal its operations* 
Overflight operations could fill a substantial gap in our present coverage* 
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Bfq>rovement of the eqTiipment and manpower of existing electronic 
reconnaissance organizations, and their unification under proper command 
in the theaters, together with good support tvcm other intelligence 
agoicies, would probably yield quicker and better results than the 
creation of anothor "special” force for the ^ectronle reconnaissance 
mission* Present organizations can be strengthened, relocated scaewfaat. 
Integrated into properly coordinated intelligence activity, and provided 
with the necessary flexibility to perfozm adequately at much less cost 
than the creation of a new force of . equivalent edacity* Time would also 
be saved in this way* 

R^id changes in enemy techniques demand a high degree of adaptataLllty 
in electronic reconnaissance equipment* This can be obtained by allocating 
laboratory and model shop facilities to the organization and by liberal- 
id. ng military procurement regulations in regard to small quantities of 
specialized items* The present military research and development cycle 
is far too long to meet the needs* 

The problems which need further detailed investigation for the comple- 
tion of the emtinuing study are sunmarlzed in the last section of this 
report* 
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PRE-D-DAY ELECTROIIC RECONNAISSANCE OF THE SOVIET ONION 
AND SATEUITE NATIONS 


I, KirAMPT.BS OF INTELLIOENCE WHICH CAN BE OBTAINED THROUGH ELECTRONIC 

mimiji ss s m 

The tera ^eetronie reeoonaiesanee will be xised here to denote all 
activity devoted to detection^ reception^ and analysis of radio signals 
need by an eneay or potential eneny which cannot be reduced to literal 
text* Electronic reeonnaiseance conqplements eommml cation intelligence 
activity by working with eneny radio signals idiich are not used for 
coeanmication* Bleotronic reconnaissance originated during World War H 
with the need for information idiich could be used in devising and applying 
electronic count emeasnres against the growing use of electronic devices 
in weapon systems* The intelligence potential of electronic reconnaissance 
has now grown to a point where it exceeds that of many other IntelUgenee 
sources* EIeetr<mic reconnaissance is of prime importance in intelligence 
needed for airborne operations* Etaphasls on this function could well be 
Increased because of its great information gathering ability and the eoc- 
panding use by the enmny of electronics in weapon systems* As more elec- 
tronlc controls are used by the eneny, intercept equipments and methods 
must be Improved to detect the existence and detmnine the threats of the 
new radiating equipments* Some of the types of IntelUgenee to which 
electronic rectmnaissance has made substantial contributions are llstedt 

A* Order of Battle of Troops Equipped with BlectronicDg^ ces 

When fbrees are equipped with weapon systems involving electronic 
devices such as radar, navigation systems, or remote control equipments, 
in many cases the signals radiated by these devices during necessary 
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training and maintenance activities can be received and used to identify 
and locate the forces* For exaaqple^ Soviet anti-aircraft unite in Bast 
Germany were for seme time equipped with a type of radar fire-control 
set which could be identified and located through its particular radia- 
tions* Soviet Gd radar sets used for air defense can be identified 
throu^ their characteristic signals, and their locations can be determined 
throu^ electronic reconnaissance* Order of battle has long been recognised 
as a very impox^tant intelligence item, and dLectronic reconnaissance can 
contribute materially in many cases* 

B* Purpose of Electronic Devices in Soviet Operations 

The signals radiated by an electronic device will reveal to a 
large extent the use to which the equipment is put* A thorou^ familiarity 
with the military requirements of many types of electronic devices will 
often enable an analyst to determine the purpose of the equipment under 
study from the characteristics of its radiations alone* In radar, for 
example, a set with a hi^ pulse-repetition frequency and short pulse 
length is normally used for Short-range work, such as fire control or 
air interception, idiereas wide pulses at low pulse-repetitian frequencies 
are normally used for early warning* m other eases the coincident 
observation of the electronic signals and other events provides the 
necessary information* For example, the radio beam signals idiieh were 
used by the Luftwaffe in bombing Bti^and were observed before and during 
the bombings, and their characteristics were compared with the results of 
the bombings in determining the purpose of the aystmn* A similar comparison 
of signals fVom new Soviet navigation devices with training operations of 
Soviet forces observed by other methods maj yield a better idea of the 
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purpose of these new devices in the next few months* A comparison of 
radar intercept data with fighter control communication mi^t, for 
example* enable a complete analysis of the purpose of GGI radar in 
Soviet air defense* 

C* Capability of Blectrenic Devices to Meet Requirewents 

VBien the ptirpose of an electronic device has been determined 
through the process outlined above* the efficiency and cspability with 
idiich it meets its requirements can be determined by close observation 
and complete analysis of its signal* In the ease of an aircraft inter- 
ception radar* for exanple* the minlaun range at which a target vehicle 
may be tracked can be ascertained to a large extent by the width of the 
transmitted pulse* and the rate at which informatlcxi is presented to the 
observer can be obtained from the pulse rate and the scanning pattern of 
the set* If in addition* other intelligence is available concerning 
training exercises or flight patterns of Soviet aircraft* it may be 
possible to deteomine other performaice features of the set such as 
maximum range* altitude limitations* effective an^es* etc* 

Vulnerabilit y of Electronic Weapon Systems to Counte rmeas ures 
When the purpose and the capabilities of the electronic devices 
used in an enany weapon syston have been evaluated to seme extent* it 
becomes possible to combine the electronic reconnaissance data with the 
other Intelligence concerning the sane system in order to select the 
devices in the system most vulnerable to countermeasures and to determine 
the countermeasure effort needed to reduce the effectiveness of the 
weapon system to a desired degree. In an air defense system* for example* 
it would be possible to evaluate the uselblness of countermeasures against 
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the early warning radar, the GCI radar, the air Interception radar, and 
radar or other devicea idileh mi^t be used for fire ecntrol or missile 
control* This sort of evaluation was the first objective of electronic 
reconnaissance, but it is no longer the only one of major in^Kxrtance* 
Also, this objective can be met much more effectivdy by a well-rounded 
intelligence program in which electronic reconnaissance data are combined 
with data from other sources* It is imperative that the vulnerabilities 
of enemy devices be determined in peacetime because of the time required 
for development and production of the countermeasures equipments and the 
training of necessary personnel* 

B* Physical Characteristics and limitations of Electronic Devices 
A study of the characteristics of signals received in electronic 
reconnaissance can often lead to a visualization of some of the parts of 
the radiating device and to the determination of its minimum values of 
size and weight and minimum power requirements* These features can in 
turn be used to facilitate collection of more information about the 
device from photogr^hlc coverage or other sources* ]h World War II, 
for exanple, a raeasuranoit of the horizontal pattern of the German early- 
warning radar antenna was used by British analysts to predict that the 
antenna structure should consist of six dipole elonents in a certain 
type of array*- This information enabled the British to secure and 
identify photographs of the antenna structures Involved* 

Relations of El ectronic Devices to Other Devices -tn gystans 
When electronic reconnaissance shows the persistent co-location 
of two different devices or is able to show correlation among two or more 
different radiated signals, it is possible to analyze the relationship of 
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the Items in a single weapon system* If, for example, a certain type of 
scanning radar and a certain type of fire>c«itrol radar are often associ- 
ated, it is reasonable to condnde that the scanning set is a target* 
acquisition device for the tracking set* If a pulsed transmission firam 
a Soviet aircraft is always preceded by a pulse transmission ftroa a Soviet 
ground station, it is probable that the two pulsed transmitters are associ- 
ated in a system for navigation, fire control, or identification purposes* 
Here again, electronic reconnaissance information, idien comldned with 
supporting data, hdps to coiig)lete an analysis* 

. G* level of Soviet Operational Readiness 

The achievement and maintenance of a state of readiness involves 
actual use of most types of electronic devices for training operations and 
maneuvers* When reasonable familiarity has been gained with the devices 
Involved, and their place in Soviet organisation is knoun, the state of 
readiness may be estimated from the extent of such use* Last year, for 
example, it was determined through electronic reconnaissance that the 
state of readiness of the Soviet air defense of Eastern Germmiy had in- 
creased considerably, because radar stations shich had previously operated 
for only eight hours per day went on twenty-four-hour schedules* 

H* Indications of Ehemy Action and Intentions 

The use of eleetrcnic reconnaissance data in indication schones 
requires an Integrated listening network wherein the enemy history and 
operating norms can be established and a continuous watch can be maintained* 
Any abrupt change in the over-all intelligence picture may signify an 
enany action or an eneny intention to take action* The sudden introduction 
of a number of new devices, or the sudden withdrawal of devices previously 
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identiiled would show a change in order of battle ^ieh might be important* 
k sudden increase or decrease in activity should likewise be considered as 
an indication of action or impending action* The poor coverage which now 
eicists with our own. air defense radar makes it probable that the enemy 
use of boiid>er navigational radar may be the first indication we shall 
receive of a surprise air attack* Vhile it is not possible to place 
complete confidence in electronic reconnaissance as a sole source of 
intelligence for any of the categories listed above, it should be used 
idierever available as it is one very important aspect of a well-rounded 
intelligenee prograa* 
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n. DESCREPTION OF THE ELECTRONIC RECONNAISSANCE PROCESS 

As in other reconnaissance or observation processes) it is possible 
to divide electronic reconnaissance into a nvnnber of steps tdilch are 
usually carried out in chronological order. Chance events will sometime 
modify this order) but in general the process includes a preliminary 
step of detection of the signals of interest) an intermediate step of 
reception in idiich the signal characteristics are measured and recorded 
to the necessary precision) and a final step of analysis in which the 
signal characteristics are examined and compared with other Intelllgafice 
information. It is sometimes necessary to repeat parts of the process 
many times in order to provide sufficient precise data. 

A. Detecti<ai of Hew or Unusual Signals 

Barly detection of new or unusual signals is necessary in order 
to prevent technical surprise. The detection operation is rou^ly similar 
to pioneer reconnaissance in other fields. It reouires the coverage of 
as much of the radio spectrum and as much territory as possible in order 
to pick out a small part of the search region for more concentrated 
attention. The major problems of detection differ to a considerable 
extent with various frequency bands. The propagation mechanisms which 
operate in these bands make the detection problems differ from band to 
band. In bands whore there is Uttle long-distance propagation and a 
low density of trananitters, the major problem of detection is that of 
providing a radio receiver with high sensitivity and a vm^ wide coverage. 
In ctl'i^r bands, where long-range propagation is good) and where there may 
be a high density of transmitters) the major problan of detection is that 
of locating a new or unusual signal against a background of many similar 
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signals* Early solution of the detection problen is very important be- 
cause considerable time may be reoulred betwem detectioi of a new signal 
type and satisfactory analysis of the device or system in idiich it occurs* 
In some cases it may be possible to omit the detection phase and 
proceed immediately with the reception phase* These are usually eases 
in which other intelligence evidence has demonstrated the existence and 
approximate characteristics of a new type of enemy equipment before its 

I * 

radiations have been detected* For exaiple, photographs of the Soviet 
V-beam radar were obtained in Moscow, and a set had been seen in Gdynia 
before the si^ials from the set were detected in electronic reconnaissance 
operations* In the ease of the Gdynia equipment, the previous observation 
of the set made it possible to start eleetrtmie reconnaissanee with a 
specific reception operation based on estimated characteristics* In other 
eases, electronic detection has occurred long before other intelligenee 
provided any Information* 

B* Reception of Data for Analysis 

Equipments which are suitable for gathering the precision data 
required for technical analysis are often useless in deteetlm because 
they exanine such a small part of the field at any time that they have 
a very low probability of receiving any new or unusual signal* Oh the 
other hand, the equipments which have large probabillUes of detection 
of new or unusual signals are often Inadeouate to produce the precision 
data required for analysis* The reception phase of tfLectronic reconn aissaice 
is a process in which detailed search is directed to specific targets. The 

data to bo obtained fron the reception phase will be discussed under the 
heading of signal analysis# 
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C« Analysis of Received Data 

The analysis phase of electronic reconnaissance consists of tiro 
parts* In the first part, the data ftom the reception phase Is analyzed 
to yield the desired signal characteristlesi in the second part the signal 
charaeteristles are used in connection with all other forms of Intelllgenee 
Information to produce finished intelligence of the types described in 
section I* 

1* Signal analysis 

At any receiving antenna a radio signal can be described In 
terns of a time-varying Aectromagnetic field with certain polarization 
and direction of propagation* It is common practice, however, to generate 
«id transmit signals of interest without reference to this exact physical 
description and to state the results of signal analysis in other terms, 
which can be defined as follows, 
a) frequency 

m present day detection aid reception operations the 
frequency of the signal is read from the dial of a receiver or a frequency 
meter or estimated from the face of a cathode-ray indicator* This tech- 
nique is satisfactory in many cases, but it may leave something to bo 
desired in complicated situations* ' The most common type of radio signal 
is produced by generating a sinusoidal voltage and modulating this voltage 
with a waveform determined by the purpose of the electronic device. With 
this type of modulation, and with most others, it is possible to locate a 
strong Fourier component :f 'he signal at the originally gaierated fTe- 
quenqr* This frequenqy is usually called the canrier frequency* There 
are, however, a number of modulation systems such as single sideband. 
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Arequencjr nodulatloii, and pulse modulation in which the carrier is sene* 
times suppressed completely or reduced to a level comparable to that of 
the other Fourier coa^cnents of the signal. Under these conditions it 
is important to know the oitire spectarum of the signal, as it is possible 
to report erroneous frequencies idien the receiver baidwidth is narrow 
compared with the Bodulati<ui bandwidth^ and the modulation is not recognized. 
Carrier frequencies of Interest in electronic reconnaissance run from a 
few kc to 100 kmc or more. 

b) Modulation type 

The common methods of modulating a signal aria to shift 
its amplitude or ite frequenqr in accordaace with the modulating waveform. 

In some eases, both amplitude and frequency are shifted simultaneously or 
independently. Either or both types of modulation may be discovered by 
displaying an oscillogram of the actual electromagnetic wave at the receiv* 
ing antenna and examining it for amplitude and/or frequency modulation. It 
is more common, however, to operate on the received signal with amplitude 
or frequency-detector circuits and to examine the modulation waveforms 
which are produced. 

c) Modulation waveform 

The fastest time variation of the electromagnetic field 
St the receiving antenna is usually that associated with the carrier or 
radio frequency of the signal. Superimposed on this variation is a slower 
variation in either the frequency, phase, or ampHtude of the radio sigial 
which, when danod»o-- «d, can be presented as a definite waveform. This 
waveform may be classified for analysis purposes as cyclic, randomly 
repeated, or random. In the case of a cyclic waveform, such as that 
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emitted by an air navigation beacon, a description of the waveform over 
one complete cycle is sufficient to describe it for all time, A randomly 
repetitive waveform, such as the respcaise of an IFF transponder, may be 
described in terms of a complete waveform together with a statement of 
the times of occurrence of the repeated waveform, A random waveform, 
such as that from a noise Jammer, can be described only in terms of a 
eoitQ)lete waveform record or of some statistical parameters. Communication 
signals are usually much more random in nature than non— communication signals, 
A simple radar system, for instance, has a waveform which is cyclic, idiereas 
a siople radiotelephone involves the random waveform of speech. Modulation 
waveforms are recovered by demodulation of the signal and recording of the 
resultant wave on a medium appropriate to the speed required. When the 
wavefom is so random that it is of little use in analysis, it may be 
converted into a power spectrum or an autocorrelation function for comparison 
with other waves, or it may be cross correlated with other known or unknowi 
forms to discover relationships between them. Modulation ft*oquencies from 

a few cycles per second to several hundred Me are of interest in electronic 
r econnais sanee, 

•*) Section or location of trananitter 

Direction data establish whether a signal originates from 
ftlendly or memy territory and provide a means of sorting in regions where 
signals are numerous. Location data can be used in identifying particular 
pieces of electronic equipment and in many of the intelligaice analyses 
outlined in section I, particularly ^n- establishing order of battle. Al- 
though it is usually sufficient to measure aslmuth or map location. In 
some cases elevation data may help in analysis. Accuracies required in 
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dlracticn and locatlGn finding vary widely with the use made of the data* 
For photographic work or attack, positions should be determined within 
one half mile or less. Other applications may be more or less critical* 
e) Signal strength 

In theory, a transmitter of given effective radiated 
power' at a known location transmits a signal which can be received through 
an antenna of known cross section and known location* This signal can be 
amplified by a receiver of known gain to a measurable level so that the 
power level of the transmitter can be computed* In practice, the propaga- 
tion between transmitter and receiver often varies . by a large and unpre- 
dictable factor, and the ex^)ss section of the receiving antenna andi gain 
of the receiver are unknown functions of frequency* Signal strength at 
the receiver output alone is therefore a rather unreliable measure of 
power at the transmitter output* Reasonably careful calibration will, 
however, distinguish between transmitters of markedly different power, 
when their positions are known, and between close and distant transmitters 
when their power levels are known* When other data, such as the purpose 
of the device and its range, are known, the necessary average power can 
be computed, and the necessary peak output power can be computed from a 
measurement of the antenna diaracteristics and the modulation duty cycle. 
An estimate of power output also helps to establish the physical size 
®nd weight of the enemy device* 
f) Scanning pattern 

The verv »**«^id electrical vibrations at the antenna have 
been described in terms of frequency, and the sonewhat slower ones in 
terms of modulation* A fluctuation which is usually slower than the 
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Bodulation is that associated with a scanning antenna system* Many of 
the electronie devices considered in this report have hi^-gain antennas 
which are turned mechanically in order to direct the antenna radiation* 
When this is done on a reasonably regular basis, it is called scanning; 
the time pattein of antenna motlm, as revealed by the time pattern of 
response of the receiver, is called the scanning pattern of the device* 
In the case of air-surveillance radar, for Instance, the antenna beam 
is relatively narrow in azimuth and broad in elevation* The scanning 

e 

pattern is usually one in which the antenna rotates continuously around 
a vertical axis so that the pattern of slgial strength at the receiving 
antenna is a time display of the horizontal antenna pattern of the 
transBdtter • Di more complicated cases, such as the Palmer scan idilch 
is used in the search mode of air interception radar, the time pattern 
of response of the receiver is a complicated function of the location 
of the receiver in the radar search pattern and of the actual nature 
of the scan pattern* 

g) Polarization 

The use of an tfLectronic device determines the polariza- 
tion idiieh is normally selected. A particular linear polarization is 
used to increase or suppress ground reflections, and circular polariza- 
tion is used in some eases to discriminate against reflecUons from 
rain* It is Important to know the polarization of a victim device in 
countermeasures* This may be measured by choosing the receiving aitenna 
polarization which gives the best signal, or by rotating the polarization 
* plane polarized receiving antenna* 
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h) Operating schedule 

As has besi discussed, the tine interval ocespled b7 the 
scan pattern Is usually longer than that occupied by a modulation cycle, 
but shorter than the dally operating schedule of a device* The operating 
schedule which Is to be measured here is a statement of the times of 
starting and stopping operation of the device and the tines of significant 
change in modes of operation, such as starting and stopping scanning or 
changes in power level* It is Important that this daily schedule be 
observed in the evaluation of such matters as readiness* The times of 
starting, stopping, and other changes in the operation should be measured 
as accurately as possible so that correlation with other intelligence 
observations will be possible* A precision idilch will permit comparison 
of measiirmnents Aren different receivers to less than one second would 
be very desirable in many cases* For example, in ccmparlng interest 
data from two or more receivers concerning the flight of a shcrt-raige 


guided missile it would be very valuable to know the time correlation 
of the different radiations involved* 

2* Intelligenee analyaia 


This part of the analysis phase is the one in idilch si^al 
characteristics developed from intercept data are used in conjunction 
with other intelligenee to produce results such as those discussed In 
section I* It should be emphasized at this point that no one form of 
intelligence data can supply sufficient Information rbout any of the 
itans Usted in section I* A complete analr^l requires that data 
collected from an sources be brought together rapidly and combined 
freely to yield the desired InteUlgence* Since vaduable milltaxy 
information is carefully safeguarded by an enemy or a potential enemy, 
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eren the existence of our int^Ugenee operatione most be kept within 
eone security nstrietions. On the other hand> security can become a 
barrier in the derelppment of useful intelligence by interfering with 
proper conbination of different fonns of data and proper collection 
efforts. An optimal security policy would be one which is flexible 
enough that it could be readjusted continually; it should provide security 
appropriate for each situation and still allow the use of the information 
by the largest possible number of collectors and analysts. Some of our 
efforts might become known under such a policy and as a result some sources 
would be "dried up". However, technology and methodology of intelligence 
cbllection and evaluation would change with sufficient rapidity to make 
security breaks amch less serious than they would be with a set of fixed 
methods. Also, some improvements in tedmique would undoubtedly result 
from being able to readily ad.pt our intelligence activities to the 
current situation. The cost to the enemy of continually Improving secvurity 
measures to protect his secrets wouM increase considerably, and his 
technical advancement would be hampered. 

As an example, consider the policy on information derived from low^ 
level voice radio traffic. This type of information can be very important 
in maiy research and development problems in the ttaited States. Its wide- 
spre^ use would no doubt result in the discovery by the Russians that it 
was being used. Experience with this method of communication shows, how- 
ever, that the application of strict security measures contributes to 
cenfuslon, lost motion, and poor results. Development of -Stable security 
d«yle.. for thno Wlnr .1 clreulto woald b. a very arpenslTo and prolonged 
prograi »hich would draw mnch effort fro. other eaefnl projects. 
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Ihtelllgaice analysis controlled at a single security classification 
Is probably not «iough to produce the best resiats In this part of the 
process. An analysis should be made with the data available through 
open or less shielded sources^ and at the same time a more complete 
analysis should be made with data obtained through the most closely 
guarded sources. The analysis at low d.aasiricatlon should be dis- 
tributed as widely as security will pemit, and it should be modified 
by the highly classified analysis where possible. For eacanple* when 
intelllgoice data are sent to operational commands for their immediate 
use, every- effort should be made to keep infomation of different 
security levels separate so that maximum use can be made of the low- 
level material, unhmpered by the classification of the higher-level 
analysis. Xhen aa analysis of high security information contradicts 
the low-level one, or when there is possibility of a dangerous error in 
the lowwlevel analysis, an attanpt should be made to justify the necessaxy 
changes within the proper security limits. 

Some intelligence itans, such as a clear indication of impending 
military attack, are so perishable that maximum speed must be used in 

all phases of collection, analysis, and transmission of the information 
to competent authority. 
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Ill, GEOGRAPHY AND PROPAGATION 

The extent of effort needed in electronic reconnaissance Is deter- 
mined partly by the locations of the Soviet trananltters which send out 
signals of Interest and partly by the propagation of the signals from 
the transmitters to possible intercept stations* In this section a 
sketch will be made of the probable distribution of Soviet and satellite 
electronic devices of Interest, and the extent to tddch we may expect to 
receive signals trom these devices without flying over any part of Soviet 
donlnated terrltoiy will be shown* 

A* Mg) Distribution of Electronic Devices 

Figure 1 Is a map of the Soviet Ghlon and satellite states, show- 
ing the territory tdilch Russia Is now committed to defend and expand* The 
shading of Pig* 1 is based very rou^ly on the estimated distribution of 
electronic devices of potential reconnaissance interest* The cross- 
hatched area indicates the region we are now able to cover without flying 
over Soviet territory, and most of the frequency range of interest* This 
map shows that very little lnfox*matlon can be obtained front msiy lll^)ortant 
areas* Althou^ our coverage in Europe is fairly good, and we have a 
®l8*^lflcant potential in the Black Sea area and the Far East, enou^t space 
remains in centra l Russia and Siberia to permit the development* production ^ 
training , and maneuvers necessary to the complete readiness of a special 
force of very large size. In an area tdilch is completely protected from 
external electronic reconnaissance* 

B* Propagation of Radio Signals 

Althou^ the map of Fig* 1 covers the majority of the frequencies 
of interest In electronic reconnaissance, the propagation situation should 
bo examined in more detail* For this purpose the major inodes of radio 
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propagation are outlined briefly, and some of the results to be ejqpected 
in particular eases are shovn* Figure 2 Illustrates how the propagation 
mechanisms are related to radio frequency and the t^nplcal ranges of 
operatlcn idiich may be achieved throu^ use of the different effects* 

Ground-wave or surface-wanre propagation may be described in terras ox 
diffracted or guided radio waves around the surface of the Earth* The 
surface wave which travels in the air around the surface is accompanied 
hy a current wave which travels to the surface* Propagation depends on 
the ccnductivity of the Earth, its dielectric constant, and the radio 
frequency* At very low frequencies, propagation is excelloit along sea- 
water paths* This frequency range is thus used for wsrld-wide communica- 
tion and navigation* The penetration of the wave into the water enables 
a subnerged submarine to receive and send signals on these wavelengths* 

As the radio frequency increases, the surface wave becomes much 
less important, and the sky wave, to idiich the radio signal is reflected 
fron ionised layers in the outer atmosphere becomes dominant* Sky-wave 
propagation is complicated and highly variable* No effort will be made 
to treat it to detail here* It is principally Important between about 
3 Me and 30 Me, although these limits may change drastically with time 
and position* Under good conditions, world— wide propagation is possible* 
Ibider bad conditions, propagation by this means fades out completely* 

At any time and at any place there is a definite upper frequency beyond 
which the ionosi*ere will not reflect the signals back to the Earth's 
surface* In ^ite of its variability, sky-wave propagatl(»i is used for 
world-wide communication and navigation, and there have been ^gestions 
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that it be used for long-range radar* 

When there is a line-of -sight path, either in a straight line or 
along a line of atmospheric refraction between the transmitting and 
receiving antennas, propagation is good. The extent of this path 
depends, of course, on the heights of the antennas above the surface 
of the Earth and on the atmospheric conditions along the path. Where 
the atmosphere is "normal*, the effective rate of change of the index 
of reffaetion with altitude is such as to make the Earth look about U/3 
as big as it actually is. This leads to a formula for llne-of-sight 
ranges, d ■ ^ 2h^ ♦ ^ 2hj,, idiare h^ is the transmitter height, and h^ 
is the receiver height above the level at .diich the ray path comes 
closest to the Earth's surface; d is in miles and h is in feet. 

The atmosphere under some weather conditions shows abnormal varia- 
tions of the index of refraction with altitude. When the index falls 
more rapidly than normal, there is a chaice that the refraction will be 
sufficient to make the Earth appear flat. This trapping or ducting 
usually takes place over ocean areas or over flat land areas and is 
effective for signals above some critical fTequenqr. The critical 
frequency depends on the height of the abnoimal index curve and on 
the severity of the disturbance. In seme places, such as the Sea, 

anomalous propagation of this type is normal during the summer months. 
Ducting is shown on Pig. 2 as it becomes Important at frequencies above 
UO or 50 MC. In many places ducting extends radar ranges greatly be- 
cause it provides very good propagation idien it occurs. 

When ducting does hot occur, it is often possible to observe signals 
at long ranges by atmospheric scattering. In experiments on propagation 
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eonducted over the North Sea, it was foimd that at the radio horizon the 
signal level began to fall rapidly as predicted by diffraction theory, 
but after the level had fallen about 60 decibels below the free- space 
level, the rate of fall diminished until it was nearly the free-space 
rate again* This observation was explained by the scattering of 
signals due to atmospheric turbulence and by the varying index of 
refk'action of the atmosphere with height* Atmospheric scattering 
becomes useibl when there is a high-power transmitter with a high-gain 
antenna, and when the receiver is sensitive and equipped with a high- 
gain antenna* This phenomenon was used in the Baltic area to intercept 
signals ftrom a Soviet V— beam radar at a range of about 3U0 miles, with 
both receiver and transmitter near sea level* Although the phenomenon 
may persist at lower frequencies, it is much less important than other 
modes of propagation at freouencies below 30 Me* 

The ionosphere is also a varied and turbulent medium* The National 
Bureau of Standards was able to demonstrate hi^ily reliable propagation 
over distances of 600 to 1200 miles at $0 Me, using high-gain antennas, 
high-power transmitters, and smisitlve receivers* Communication circuits 
based on this effect have now been put into operation*^ Frequencies 
between 30 and 100 Me are of principal interest* Figure 3^^^ shows the 

(1) D* K* Bailey, Ragular_Vlff Ionospheric Propagation O bservable over 
Lotr Distmees* National Bureau of Standards. Rennrt 

30 June 1952 (Confidential) , 

(2) R* C* R^ond and K. H* Underwood, Radio Wave Propagation . Haller, 
Raymond and Brown, Inc., Report No, 37-6, 15 Octeber 1952 
(Confidential), 
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expected propagation levels which will be exceeded 50 percent of the time 
as a fonctlan of frequency and distance for given transmitter power and 
given gain of trananittlng and receiving antennas* It is assumed that 
the antennas are well below the radio horizon, that, propagation close 
in is due to atmospheric scattering and that propagation far out is due 
to ionospheric sctzttering* Comparison of the lower curves with the 
upper Aree-spaee curves shows the loss to be expected in the scatter- 
t^rpe propagation* When ducting occurs, the propagation will fall above 
the scatter curves and possibly as high as or hif^er than the free-space 
curve* The scatter propagation is therefore not observed under ducting 
conditions* 

The general result of propagation considerations is tliat intercept 
stations will need to be located within 200 or 300 miles of points of 
major Interest in the Soviet Ihilon and satellite countries to be sure of 
securing intercept data. This conclusion is used in plotting Fig* 1* 

Some specific radar interception ranges have been computed in a 
separate report*^ ^ Bxanples of the rsiges to be expected in particular 
cases are given in Figs* 1* through 10* 


(1) E* B* Soltwedel and A. L* Hiebert, Interception Range s of Typical 
Radars* The RARD Corporation, Researoh Mam^andimi ^^ ni o, 

1 November 1953 (Secret)* 
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IV. ELECTRONIC RECOTOAISSANCE SYSTEMS WITHOUT OVERFLIGHT 

It has been established that an eleetroile reconnaissance system 
must perform the functions of detection^ reception^ and analysis of the 
^ectronic reconnaissance data. Considerations of geography and propaga^ 
tlon have shown that the receivers used in the detection and reception 
phases of this process must be distributed rather widely in space in 
order to achieve significant coverage of possible Soviet sources. At 
the same time comprehensive, properly correlated intelligaiee is needed. 

The electronic reconnaissance system must therefore Involve a considerable 
number of intercept stati<ms at idilch the detection and reception opera* 
tlons may be carried out, and a smaller number of analysis centers prqperly 
organized to receive data rapidly from the intercept stations, produce 
results desired at the local level, paiss out requests for additional data, 
and pass on for hl^er analysis both the raw data and the results of the 
primary analysis. The entire system must be mobilized under an adequate 
chain of command aid provided with adequate coamunicatlon facilities to 
permit rapid exploitation of new developments. 

A. Intercept Stations 

Experience has shown that it is generally desirable to house a 
number of individual equipments and operators in a single vehicle or a 
single location so that they may be provided with common security, 
communication, and logistic stqjport. The optimum number of equipments 
and operators in each case will depend on the density of signals to be 
investigated, the time available, and the range of signal characteristicr 
to bo accommodated. This small collection of personnel and equipment will 
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be called an intercept station* Several general types of intercept sta- 
tions hacve been developed in the course of electronic reconnaissance 
voxic to date, and we may eo^ect the development of new types ae the 
necessary equipments become available* 

1* Types and locations (vehicles) 

Intercept stations may be sited at selected ground points or 
may be transported and used in suitable vehicles* Each type of installa- 
tion has its own unique advantages and disadvantages* A complete elec- 
tronic reconnaissance program requires several types of stations* In a 
later phase of this s'hidy the nunher of stations of each type necessary 
to provide good electronic reconnaissance will be determineds and sugges- 
tions will be made for locations and organization of these stations into 
effective networks* 

a) Ground fixed 

A permanently established ground station with adequate 
space is an ideal location for the operation of complicated and sensitive 
equipment and for the \ise of very-high-galn antennas* It also has the 
advantage of being able to remain in operation continuously for long 
periods of time* There is no effective limitation on Ihe space, weight, 
and power available for the operation of special puzpose intercept equip- 
ment, and there is no limitation on the nimiber of operators irtio may be 
used if necessary* The position of a ground station is not stibject to 
navigati<»ial error, and the station furnishes a much more stable platform 

for use of high-precision receiving aid recording equipment th?n ayi air- 
craft or other vehicle* 
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On the d^lt side, a groimd station must be installed close to 
eneqjr borders to be useful, because of the propagation problem outlined 
above* Its operations are subject to enemy observation. Its personnel 
and equipment are subject to capture, and Its fixed location makes it 
liable to a number of countemeasures* Such a station cannot maneuver 
to take advent age of favorable propagation conditions in other places, 
and it cannot secure a hi^-altitude look into eiemy territory* It 
cannot make a number of direction finder readings on a trananitter of 
interest} only the direction can be detezmilned* It is therefore evident 
that other types of intercept stations are needed* 
b) Ground mobile 

(bround station equipment idiich is housed in a truck or 
trailer has some advantages over that in fixed locations. The equipment 
m^ be moved more easily frcai one location to another, and it is possible 
to build engineered installations in places with adequate facilities and 
then move then quickly to the operaUng areas* On the other hand, space, 
weight, power requirements, and operator confort must be sacrificed some- 
what for portability* The pemdssible size of antenna structwes is 
limited, and the equipment in the stations must be thoroughly rugged to 
survive the shocks of transportation* Communication facilities are less 
useful or less secure, or both* Mobile stations will probably be the 
most satisfactory ground stations in the event of ground warfare* m 
pre-D-day use, thqr will probably function mainly as satellites for the 
more permanent stations, or they will, operate in the same place for so 
long that they wUl gradually acquire the large antenna structures, 

additional shelters, good comunications, and other facilities of fixed 
stations* 
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c) Aircraft 

Specially equipped aircraft hare been used in electraalc 
rec<nmalssance operations for some time* They hare the advantage of 
extrone mobility* They can penetrate land and sea areas idiich are not 
suitable for the erection of other stations* They can reach high altitudes 
so as to take advantage of the best propagation conditions* 

Specially equipped aircraft are very expensive* The conditions of 
audible and electrical noise and vibration to which their equipments and 
operators are subjected are very annoying* No use can be made of high 
gain antenna systems; and the wel^ty size) and power supply limitations 
on equipment are severe* The aircraft cannot guaz^ pax^ictilar locations 
for long periods of time) and the number of hours of actual operating 
time per month is not Impressive* 

Aircraft stations should therefore be directed carefully tow a rd 
specific objectives In detecting and receiving signals ) through the use 
of all available information* Wherever possiUS) fixed or mobile ground 
stations should be used* Aircraft should be used only where other stations 
cannot operate because of the terrain or where the existence of the air*, 
craft may elicit a desired type of eneny activity idiich would not other- 
wise be obtainable* For example) reconnaissance of the Baltic coastline 
or the northern border of Russian territory is probably most practical by 
Aircraft ml^t also be used to put the enem y air defense system on 
the alert in order to study its radiations* 

In addition to the specially equipped aircraft) it may be found 
desirable to use aircraft which lly regularly scheduled routes that might 
yield useful Information* Such routine flights will require a new approach 
to the equipment problem, which will be brought out later in the section on 
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equipment* There are many cases where a suitable piece of equipmoit on 
one of these aircraft could obtain information which could not be obtained 
by the specially equipped aircraft* 

d) Missile 

A missile or a pilotless aircraft would be usefVil in non- 
overflight operatlcaia <mly if it offered some advantage in the way of high 
altitude or penetration of an area which could not be obtained with either 
the routine-fll^t or the specially equipped aircraft* The missile station 
would require generally the same type of equipment as the aircraft station^ 
with the important difference that human operation would have to be eliminated 
and no advantage could be taken of human Jud^ent* Ballistic missiles idilch 
might be fired to extremely high altitudes would command very long lines of 
sight into Soviet territory without overflight, but the time which a single 
receiver station would spend at the hl^ altitude would be so short that 
the value of such an operation for electronic reconnaissance purposes is 
questionable* The firing would certainly have to be directed at some 
specific objective and timed on the basis of intelligence data to attain 
the desired result* Aerodynamic missiles would have little advantage over 
conventional aircraft in border operations except that the risk of loss or 
capture of personnel would be reduced, and the experience gained in the 
border operations would be very valuable In the event of overflight, using 
the same or similar . missiles* 

e) Free balloon 

A completely new approach to equipment development will be 
required for best use of free balloons In electronic reconnaissance* The 
weight and power supply limitations are considerably more drastic than 

CONFIDENTIAL 

- Approved For Release 2009/09/28 : CIA-RDP89B00708R000500070002-6 — ^ 



Approved For Release 2009/09/28 : CIA-RDP89B00708R000500070002-6 

CONFIDENTIAL 

-U8- 

those encountered In aircraft or missile operations. On the other handy 
the vibration and noise problems are much redueedy and the balloon plat- 
form is very stable. Balloon flights can reach altitudes up to lOOyOOO 
feet. The trajectory of a free balloon cannot be accurately predicted. 

In flights idiich are not Intended to go over Soviet territory it mould 
be necessary to monitor the balloon position continually and to bring 
down the essential parts if the balloon crossed an established limit. 

As in the ease of missiles, free balloons have little to offer in non- 
overflight operations idiich cannot be achieved by aircraft. On the other 
handy the experience gained in using balloons in non-overflight operations 
would be Invaluable in case overflight opwationa become possible. Ihider 
some conditions a balloon could be launched in Western Burope, and would 
have a usefnl life of several hours or perhaps a day on or near the border 
of Soviet dominated territory. Such a flight could yield significant 
data. However, it should be repeated that an entirely new research aid 
development program is required to implement a balloon for electronic 
reconnaissance. 

f ) Large ship 

The occlusive availability of a large ship, either a 
naval or a merchant vessel, for electronic reconnaissance is unlikely. 
Large ships are even more expensive than special airplanes. An intercept 
station established in a large ship would be able to carry out ^ectroilc 
reconnaissance only on targets of opportunity within the normal range of 
its travel. A large ship can furnish sufficient space for equipment and 
for antennas of reasonable gain. Power supply is adequate. Working 
stations are fairly comfortable, and noise level is reasonable. Repair 
and maintenance facilities are usually good. Although a large ship is 
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less mobile than an aircraft and the regions in idilch It can penetrate 
are much more limited* it can remain on station much longer than an aix* 
craft* and it is suited to a slightly different class of duties* The 
presence of the ship may call into actlcai enemy electronic devices* 
particularly Ihose of naval interest* which would not be brought into 
use by the presence of an airplane* Ccmmonlcatlon facilities are usually 
good* The map of Fig* 1 ^ows that the Pacific area offers a considerable 
opportunity for the use of ship stations* as do seme small regions in the 
West* 

g) Small ship or boat 

A small ship or boat will provide less space for equipment 
and personnel and will be limited to smaller antennas than a large ship* 
Such a boat* however* can penetrate waters in which a ship would not be 
risked for reconnaissance purposes* and it can remain on static for fairly 
long periods of time* The boat might also be disguised as a fishing vessd 
in order to minimize its threat* or it can be operated in such a way as to 
exaggerate its threat in order to bring about desired enemy responses* A 
tender or shore based logistic support would be reoniired at freouent inter- 
vals* There are many uses for a boat in this type of service* and the ex- 
pense of the smaller t^pes is comparable with that of the special aircraft* 
As in the ease of the aircraft* missile* and balloon stations, the boat 
should nonnally be sent out with enough intelligence information to permit 
the accoapllshment of a detailed objective* 

h) Agent 

When a trained man can carry some equipment into Soviet 
controlled areas* make measurements* and report his results* he can make . 
a very worthwhile contribution to the electronic reconnaissance effort* 
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The nature of the equipment he can carry is very liadted in sise^ weight > 
power supply^ and con^laxity of operation* He can rarely use a high gain 
antenna^ and he can record very little infomation* On the other hand 
he can often occupy a position which is very near the equipment in which 
he is interested^ and experience has shown that a skilled operator can 
produce very useful infomation even with very limited equli»ient* Tto- 
fortunately^ intelligence available at present from personn^ operating 
within Soviet borders is meager in quantity > and does not Justify anich 
depwidence* Wa must develop our external facilities to the point of 
diminishing returns rather than wait for more from this source* 

2* Equipments 

Each of the station types mentioied puts its own limitations 
on the design of equipments. In addition to these limitations different 
equipment types are often needed for detection and for reception^ 
of the conditions vary with the frequency range in which the equlpnent 
must operate* ZXiidng later phases of this study these conditions will 
be examined in some detail and an itteapt will be made to specify the 
requlrmnente for detection, reception, and analysis equipments which 
will meet the conditions as well as possible* At present only general- 
izations can be made* 

a) Receivers for detection and reception 

In detection, no attempt is made to learn all of the 
characteristics of a new signal with the precision required for complete 
analysis* The characteristics are measured only well enough to tell 
idiether a signal is radiated by a previously known enemy device or 
whether the signal is new or unusual in sons respect* Receivers designed 
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for detection operations msQr therefore be built with parameters such as 
bandwidth selected on the basis of the operation rather than on the basis 
of the eoqpected sisals For example, a pulsed radiation in the LF 
region niagr be detected throng use of a narrow-band communication receiver 
idiich cannot respond to the pulse waveform of the modulation* At the same 
time, the narrow-band receiver may be a better detection receiver than a 
wlde-band receiver would be in this ease, because it may be necessary to 
select the desired signal from a number of overlapping signals* The 
narrow-band receiver would yield enou^ information about the transmission 
to permit its identification as new and Interesting, although it would not 
transmit enough information to permit a study of the modulation waveform* 
Any parameter such as bandwidth in a receiver design is selected as a 
result of compromise amaig a nvaitow of factors such as manufacturing toler- 
ances, operating ease, noise level, interference, bandwidth of desired . 
signal, and technical ease of construction* In the design of detection 
receivers for freciuencies below about 50 Me, the most important items 
which must be compromised in selecting receiver bandwidth are the proba- 
bility of reception of a short signal, and the rejection of interference* 

If an intermittent signal of short duration which is well above the 
receiver noise level is ccxisldered, and the detection receiver la tuned 
randomly through a band of frequencies wider than the modulation band of 
the signal, the probability of hearing the transmission increases as the 

(l) A* !<• Hiebert, RAND Electro nic Reconnaissanc e Conference Summary 
Report, The RAND Corporation, S-l5, 1 Augustl'^55' (Secret), 

Chapter ZIV. 
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bandwld'tii of the receiver is increased* However, if the specU^ is 
cluttered with other signals idiich are of no reconnaissance interest, 
increasing receiver bandwidth also means an increased chance that the 
signal of interest will be lost anong interfering signals which are 
received at the same time. Above about $0 Me, the density of interfer- 
ing signals is usually low enou^ to make the receiver noise the limit- 
ing interference factor rather than undesired radio signal's* 

A great many of the receiver designs in use today were devised troa 
a background of communication receiver desigi* In communications, the 
usual requirement is for the receiver to handle a single signal as well 
as possible* In detection, it is often necessary to handle a number of 
signals with unpredicted characteristics at unpredlcted times and fire- 
quencies* We may expect therefore a considerably different approach* 

A detection eyatem is responsive in a number of dimensions* In 
addition to frequent, which has been mentioned, the system is responsive 
in time, space, direction, polarization, and sometimes in modulation 
characteristics* All of these aspects may be used to identify and 
describe the detected signal and they must all be considered in the 
design of suitable detection equipment* Propagation values are also 
inportant in receiver design* For the intercept f\mction it la nec- 
essary to establish a number of stations to cover the area of interest* 

If signals are normally propagated, say, 500 miles, the spacing between 
stations can be of that order of distance, while with propagation distance 
of 100 miles or less, stations should be spaced much more closely* Tet it 
would be wastelbl to spread facilities for intercept of the long-range 
signals in all of the closely spaced stations* Fortunately, si^ial density 
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coisideratlons and bandwidth reqiLlrenents are also dependent on propaga- 
tion 80 that It will probably be nost economical to specify individual 
equipments for each general propagation region. This leads to a selection 
of four general spectral regions (section III). In the LF and VLF region^ 
extending to about 2CX} kc, there is long range propagation and relatively 
hi^ signal density* In the MF region the propagation ranges in daylight 
are quite short, but signal density may be hi^ during the dey, due to 
crowded conditions of the band, and it is sure to be high at night* In 
the HF region, there is usually good long range propagation, and signal 
density is normally fairly high, especially at nl^t* In the VHF and 
higher ranges, propagation over long ranges is not common, and signal 
densities are not high except in a few special cases such as the concen- 
tration of Soviet radar in East Qermaiqr or the cmcentration of radar in 
the vicinity of a naval task force* These considerations suggest the 
development of detection receivers for the ranges: 

10 kc to 200 kc 
200 kc to ^ Me 
2 Me to 50 Me 
30 Me to 100 kmc 

One unit should not necessarily contain all of any one of the baids, but 
the receivers which fill that band should have rou^ily similar character- 
istics, because the conditions under which they must detect signals are 
similar* It would be desirable in this progran to develop all of these 
equipments so that they could be used in any of the station types out- 
lined above. T his is hardly practical, however, because some stations 
are manned and others are not? and the mechanical and electrical require- 
ments on a receiver for use in a missile, for Instance, would certainly 
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prevent use of the sane equipment in a free balloon. We must, therefore^ 
In later parts of our cmtinuing study examine each of the situations in 
detail to determine the mlnlnum useful number of types and the order of 
priority in their development* 

A preliminary estimate of this situation appears in Tsble I* Here 
the station types have been grouped so that limitations of sisey weighty 
eomplexityy and powor supply are approximately the same in each row of 
the table* Each square in the t^le may therefore represent a single 
equipment design or a single set of equipment designs to cover the 
indicated frequency range within certain vei^t» size* power supply* 
and mechanlcad limitations* The relative importance of each set of 
equipment designs has been estimated roug^y* This may be modified 
somewhat in later reports on this study* 

Table I 

RECEIVERS REQUIRED FOR DETECTION AND RECEPTION OPERATIONS 



|~ Detection 

1 Reception 

Station Type 

10-200 

kc 

200kc- 

5Mc 

2-50 

Me 

30Mc- 

lOOkmc 

10-200 

kc 

200kc- 

5Mc 



Ground fixed 

Large ship 

High 

IQ.gh 

High 

Low 

High 

High 

High 

Low 

Ground mobile 
Snail ship 

Special aircraft 

Low 

Low 

Med* 

High 

Low 

Low 

Low 

High 

Routine aircraft 
Guided missile 

Low 

Low 

Low 

High 


1 


High 

Balloon 


Med* 

Low 

High 


Med* 

Low 

Hl^ 

Agent 

Low 

Med* 

Low 

Med* 

Low 

Med* 

Low 

Med* 
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Theoretlcally, a good deteeti<m receiver would have a learning capacity* 
It would show response to a particular type of radio signal until the 
analyst or operator decided that the signal was of no further interest* 
The receiver would thereafter Ignore or eliminate the particular type 
of signal or would alter its response to it in a beneficial way* This 
type of equipment is probably some distance in the future, but it repre> 
sents an objective v^ich should be considered* Many of the techniques 
now used in conqputer memory circuits may be applicable to this problem* 

A receiver desigied primarily for the reception process more nearly 
resembles a communication receiver than does one designed for detection* 
In reception, the receiver charaeteidstics must be keyed to those of the 
signal to be received* Bandwidth, for instance, must be selected with a 
view to passing all essential components of the signal, instead of merely 
detecting the existence of the si^al* At the same time, the existence 
of the detection operation makes it lumecessary to maximize the proba-> 
bility of intercepting the signal, because a detection receive of high 
probability can usually be used to locate the signal in the spectrxm* 

This is similar to the use of pioneer reconnaissance to select small 
areas for more intensive observation* 

More consideration will be given in later reports to the selection 
of receiver characteristics, but a few rules of thumb may be stated at 
this time* In the ranges below $0 Me atmospheric or cosmic noise rather 
than internal noise in the receiver usually limits the reception of 
small signals* Receiver bandwidth in this region should be matched as 
closely as possible to signal bandwidth* The majority of radio systems 
using single transmitters and antennas in this flrequency range are 
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limited to bandwLdths of about 10 percent of the carrier or center fre- 
quency. This limitation cones from the necessity of matching low-lmpedmce 
antennas to tubes of hi^er impedance. The reactive circuit elements in 
the matching networks limit the bandwidth over which this can be accoi^>llshed. 
There are a number of current development programs In the field of eonmunica- 
tlon and navigation which will produce signals that are dispersed across 
considerably wider bands. However, these will generally be multiple ^tens, 
and it will be necessary to receive their signals in multiple channel re- 
ceivers, each of idiich may be fairly naxrow In bandwidth. 

A general x*ule in both detection and reception is that the eqtdpments 
should provide the masdaum possible nuaber of simultaneous open receiving 
channels, to increase the probability of detection and reception of «<gnAiH 
transmitted by complicated multichannel syatesis. 
b) Antennas and D/F 

Antenna systems for use with detection or reception equip- 
ment must perform the following functionst 

(1) Deliver the masdntum sl^al strength to the receiving 83 r 8 tem 
fSrom the area in which the transmitters of interest may be 
located. 

(2) Help to eliminate interfering signals and noises. 

( 3 ) Work with the receiver and indicator in direction md/or 
position finding. 

Bach intercept station places its own requirements and its oun limita- 
tions on the antenna system which may be used. In m aircraft station, for 
instance, the gain of an antenna is limited by the space idiich it can occxpy 
and by the uncertainty in the direction fTom which a signal may be received. 

In a ground station much more space is available for the erection of 
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high gain antennas and there is usually a better idea of the direction 
from idiich signals are desired. For 'tiie elimination of interference it 
is as useful to have a controllable null in the antenna pattern as to 
have a sharp maximum. As a detailed part of our continuing study the 
antenna requirements of each type of station will be examined and a lay- 
out of suitable antenna systems vill be made. Gains will be chosen to 
meet operational requirements and to permit realization of the antennas 
vlthin the confines of space usually available. 

Direction finding antennas form a special case vhich has been handled 
separately in most past development programs. This study vlll evaluate 
the feasibility of including direction finding with the normal ccnplement 
of station antennas. If this does not prove feasible^ requirettients will 
be determined for the directi^ finder antennas needed for the various 
station types. 

c) Recorders 

In both the detection and reception phases of electronic 

reconnaissance, important data can and should be preserved through the 

» 

use of recorders. Studies have shown that the operator of a detection 
or reception system has a limited capacity for absorption and retention 
of Information, that he may make gross errors in writing data on logs, 
and that it is possible to supplement his ability very considerably by 
use of recording devices. However, experience in a number of fields has 
shown that it is entirely possible to record so much information in such 
a complicated manner that analysis is very difficult. It is necessary to 
examine each type of operation in each of the station types to determine 
what information should be recorded, the time available for its transmission 
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and analysis, and the necessary storage period of the recorded information. 
When these factors have been established, it will be possible to devise 
the best recording and read-out systems for use in the detection, recep- 
tion, and analysis operations. In any system in which a large quantity 
of data is preseirved' for later analysis, it is vital that the recording 
tystem and the read-out system be designed to Ibnction cooperatively. 

Generally speaking, recorders with responses varying from a few 
cycles per hour or less up to many Me per second will be needed. Record 
lengths will vary from seconds to days or months, and the total recorded 
information will vary over wide limits. In many eases the cyclic or 
repetitive nature of waveforms used in electronic devices will permit 
considerable economies in the recording process. A repeated radar pulse, 
for example, may be conpressed in bandwidth from megacycles to kilocycles 
and recorded on audio equipment. In the case of a random Ainction of any 
bandwidth, it may often be sufficient to record the power spectrum or the 
correlation function on a narrow>band device. In a general purpose recep- 
tion systan it will be most helpful to record the waveform Information 
according to the general categories of frequency, modulation, scan pattern, 
and operating schedule outlined in Section II. 

Part of the continuing study will be devoted to determining require- 
ments for recording and playback devices for all of the operations described 
above, for both attended and unattended equipments, 
d) Indicators 

An indicator is a device which presents information from a 
receiver io a human operator. Many of the devices now referred to as 
analyzers are indicators within the meaning of the term used here. An 
indicator should be desiimed to present to the operator that information 
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on which he Is required to take action in a readily assimilable form* 

The presentation of unnecessary data or the presentation of data which 
require excess mental effort on the part of the operator can do great 
damage to the operation* Human engineering studies in the Aero-Medical 
lAboratory at and elseidiere hare shown the value of proper indi- 

cator design in many fields* Careful attention should be given to this 
aspect of indicators in electronic reconnaissance* 

Generally speaking^ all information which the operator needs for 
control of the equipmoit in accordance with his instructions should bo 
presented to him^ but any excess information idiich mi^t be confusing 
should be recorded without presentation* The expected level of skill 
and training of intercept personnel is an important consideration here* 

An attanpt should be made, of course^ to secure the best personnel avail- 
able far the electronic reconnaissance program, but there is a great deal 
of competition for good personnel, and many operations will be done by 
airmen with poor backgrounds in fundamentals and very little practical 
experience* W.th the develoixnait of a complete program, it will probably 
be desirable to retain the most capable people in the analysis centers 
and to rely on less experienced personnel to operate relatively Int^ligent 
equipment in the intercept stations* This means that a great deal of 
consideration must be given to proper indicator design and proper installa- 
tion of equipment in the stations* Visual Indicators must be brought to 
eyw level and made large enough to permit easy reading without fatigue* 

( 1 ) A* L* Ittebert, RAND ELectronic Reconnaissance Conference Summary 
Report* The RAND Corporation, S-15, 1 August 19^3 (Secret), 

(!3iapter VII* 
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Indicators which should be viewed simultaneously should be brought within 
the same visual field, ll^t intensities should be arranged so that no 
great changes are experienced in looking from one indicator to mother 
(as, for instance, trm a cathode ray tube to a tuning dial), Wherever 
it is necessary to read and write, the indication which is read should 
as neajly resanble idiat is to be written as possible. Controls should be 
located within easy reach and grouped in nomal sequence. The Indiv id ual 
control knobs and levers should be shaped so that they can be distinguished 
by touch, and they should convey some sort of impression of the operation 
idiich they carry out whenever possible. 

The indicator requirmaits for eadh of the operations in each of the 
station types will be considered and an attempt will be made to devise a 
consistent ^proach to the indicator problem throughout the electronic 

I 

reconnaissance field. The results will, of course, depend on the antoma 
and receiver designs and on the way in i*ich the load is shared between 
indication and recording. 


Analysis Facilities, Locations 

The results of a good deetronlc reconnalssmce program are useful 


at a variety of levels. It will be necessary to distribute analysis fa- 
cilities organizationally md geographically to meet these needs. At the 


same time, the facilities cannot be spread too widely, as there is some 
benefit in centralized facilities which can be better staffed and better 
equipped than those lAiich are widely separated. Each electronic re- 


connaissance station must have enough analysis ability to determine whether 
or not the received signals are of Interest and whether or not particular 
missions assigned by command have been completed. 
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The next higher degree of analysis should be at a level %dileh eonunands 
the electronic reconnaissance effort for a particular geographical area, 
such as a theater of operations* This level Is chosen because It can be 
served with adequate, rapid communication, and because a mobilization of 
all of the intercept stations in such an area under a single analysis 
center and a single operational control will produce electronic reconnaissance 
data with the highest efficiency for a given total expenditure* This suggests 
an analysis cento* In Bigland with possible forward elements In Germany end 
Africa, and an analysis center in Japan* Additional centers might eventually 
be needed In the Middle East, Alaska, and possibly the Philippine Islands* 
Analysis at the station level should be confined to signal analysis 
sufficient for the purposes outlined above* At the theater analysis centers, 
all Intelligence Information pertinent to the theater should be available 
for comblnatloi with refined signal analysis to pemit complete Intelligence 
evaluation of the electrmlc reconnaissance data for Information of the type 
outlined In Section I* This should include connunlcation intelllgenee as 
well as attache Information, reports of agents, defector Interrogations, 
and general background accumulated from open literature* In this ccnnection 
It may be found more expedient to Incorporate electronic reconnaissance 
Information Into the regular theater-level intelligence effort than to 
create all of the new supporting tasks for proper use of electronic re- 
connaissance data in a separate analysis cent a* • A decision on this point 
must be based on the relative quantities and values of the different types 
of Intelllgenee information and on the degree of security which Is deemed 
essential in safeguarding any particular source of lnformati<m* It would, 
of course, be preferable to assign these new functions to a properly 
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augmented existing organization^ provided this did not result in loss of 
valuable information through lack of attention or through excessive se- 
curity, This organizational problem will be dealt with in more detail in 
further study of the dectronic reconnaissance program* 

A final level of analysis must, of course, be maintained in the Itoited 
States* At this level, reports tram all of the theaters are combined and 
correlated, and any additional information idiich may develop fr<Mn other 
sources is fed into the system* Summary reports prepared here should 
serve in the guidance of technical planning and force programming at 
the highest levels* At the same time these reports would serve as a 
basis for planning additional electronic reconnaissance operations. The 
reports should also be sent down to the theater analysis centers and, 
idiere possible, to the field to serve as inspiration and information 
for perscsmel at the lower levels* 

1* Signal analysis to yield measurable diaracteristics 

At the analysis centers, the amount of information tddch will 
be accumulated in a relatively short time will make it necessary to use 
machine methods of data storage and recovery* A number of methods of 
storing electronic reconn aiss mice data have been suggested, and some of 
them have been worked out in detail*^^^ Those ^ich make use of punched 
business machine cards are probably the most promising at present* In 


(1) Beacon Hill R^ort, Problems of Air Force Inte lligence and Reconnaissanc 
Project Lincoln,' Massachusetts Insoitute of Technology, 15 June 1952, 
(Secret), and A* L* Hiebert* rAND Elec tronic Reconnais sance C<x>ference 
Summary Report* the RAND Coiporatica., S-l5, 1 August 1953 TSecret), 
Chapter II* 
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most of the cases so far investigated the business machine card can carry 
enough infonnatlon to identify a pax*tlcular intercept experience or a 
particular eneny dectronlc device with complete satisfaction* ^ere more 
detailed or unusual Infomatlon is needed^ the punched card can serve as 
an index card to permit the quick location of the actual data on filed 
records of other types. The adoption of a uniform n.S. card punching 
scheme would be of some value as it would pemit ready Interchange of 
data and would focus the attention of all analysis centers on the same 
aspects of the problem. On the other hand, there is little reason for 
the wide circulation of the vast quantities of data in a punched card 
file, and standardization might cast the process in a mold which wotild 
be too rigid to permit future jp’owth. any case. It is safe to conclude 
that signal analysis equipments will be required in the electronic re- 
connaissance system to take data fron the logs and records of the inter- 
cept stations and produce punched cajrds with a minimum of human effort* 
Particularly in the case of the xmattmided receivers, ^Ich must be 
carried in missiles and balloons and in routine aircraft flights, it 
will be desirable to develop analysis machinery iddeh will receive the 
records from these equipments, encode the desired information, and punch 
it on the cards* 

When the infomatlon from intercept operations has been applied to 
punched cards, it will be possible to perform a great many statistical 
and comparative operations with automatic machines* All of the individual 
interceptions of a particular transmitter may b4 sorted out and correlated, 
and a single card may be prepared for each transmitter* VIhen this has 
been done, the distribution of transmitters in frequency and in geography 
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nay be worked out by machine^ and aumnarized information will be available 
for comparison with other data in the intelligenee analysis step* 

One of the results to be sought in later work will be the general 
specification of analysis center equipment and personnel requirements to 
go with the station and station equipment requirements to be determined 
as outlined above* 

2* Ihtelligence analysis « using all forms of collateral data 
The interpretation of the characteristics of received signals 
in terms of desired intelligence objectives, such as order of battle, is 
a process idileh has never been successfully foznnalized and reduced to the 
rules of deductive logic* Electronic radiation is one observable aspect 
of enemy activity* It happens that it is one of the most readily observable 
aspects at reasonable distances* Electronic data can contribute significantly 
when combined with other aspects such as enemy connunicatlon, known enemy 
systems of transpoz*tation, logistic policy, and personnel and training 
phllosophjr* 

It is important that the role of electrcnlc devices in enemy operations 
be understood* To do this most efficiently a background of data must be 
accumulated, a nunber of possible enany system frameworks must be projected, 
and our observations must be fitted in as they are made, in order to 
develop the intelligence picture* Characteristics to be expected of a 
Soviet air interception radar set, for exanple, can be derived from the 
requirements which are placed on that set for use in the observed Soviet 
aircraft and for operations with the obse-^ed Soviet Gd radar sets against 
our known aircraft* Coupled with these system facts is the observed Soviet 
propensity for producing and using equipments similar to those we find use- 
ful* This framework of facts and suppositions has led to a search for 
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air •Intercefptlon radar signals similar to those radiated by the SCR-720, 
and the rejection of some sli^t evidence of use of a much lover frequency 
set* 

It is evldent> ^erefore, that- the final intelligence analysis phase 
of electronic reconnaissance is not one idiich belongs to electronic re- 
connaissance alone* Observations from all sources, including eomnunica- 
tions, photo, attaehSs, agents, literature, and others, must be brought 
together on a basis of comnon availability and subjected to a complete 
comprehension* There has been no computer built to date that is better 
than the human brain for this process* It is unimportant trm the national 
interest standpoint whether this over-all function is performed as an 
adjunct to the electronic reconnaissance program or the photo reconnaissance 
program or the communication intelligence program, so long as it is done 
thoroughly, and so long as the security safeguards which must be established 
around the results are made as reasonable as possible* 

C* Command of Blectronic Reconnaissance Effort 

The Dnited States Department of Defense now has the largest stake 
in an effective electronic reconnaissance program, although there are other 
Federal agencies which are also interested in its results* Within the 
Department of Defense the program must support the individual intelligence 
needs of the armed services as well as the general over-all intelllgaice 
requlremmt in the determination of national policy* Considerations of 
uniform availability of Information and prevention of duplication in elec- 
tronic reconnaissance would seem to call for a single command of the eJ-ic- 
trcnlc reconnaissance program under an agency of the Government or the 
Department of Defense, but the individual Intelligence requirements of 
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tha individual arnad services and the benefits to be derived Aren a certain 
anoxmt of Aree coiq>etition tend to argue for separate command of the pro- 
grams by the authorities of the three services* This question cannot be 
settled at this tine^ but it will be k^t In mind in further study of the 
requirements of the dectronic reconnaissance program* Theater command 
of d.eetronlc reconnaissance is a someidiat simpler ac.o«tion* 

!• thifled command at the theater level 

liber e dectronle reconnaissance teams may be brought into 
contact with Soviet forces, there is little doubt that all of the facilities 
available in a particular geographic area should be brought under a unified 
cosnand* As has been mmitloned, each lype of station has unique capabilities 
depending on its location and its eqTiipment* Coordinated operation of 
stations of all types will often be required for the most effective deplqy- 
ment of electronic reconnaissance forces for a particular problem. It Is 
therefore apparent in this activity, as in other military operations in 
the face of an enony, that it is desirable to bring the operations under 
control of a single commander idio may be A*ee to use the farces as he sees 
fit, and idio is personally responsible for the execution of Instructions 
given him by higher echelons* The electironic reconnaissance cosunander 
should work closely with the theater analysis center* He should support 
the theater commander by furnishing appropriate electronic reconnaissance 
information, and he should be responsible for meeting reouirmento placed 
by headquarters in the United States for dectronle reconnaissance within 
his capabilities. It was shown severd times in World War II that cooperative 
operations among air, sea, and ground stations could bring out information 
which could not bo gathered otherwise. This effort may often be organized 
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on a basis of general agreonent at theater level , but it should be Insured 
by the proper establishment of a theater command organization with opera- 
tional control over the stations. 

Use of all intelligaice in programming effort 

Within a theater or a smaller operational sector^ it vlll be 
possible to gather electronic intelligence much more rapidly if the elec- 
tronic reconnaissance effort is programmed on the basis of current intelli- 
gence information* All sources j Including ccwiitunication intelligence. 
should be used by the theater electronic reconnaissance commander to 
formulate operating schedules for all of the electronic reconnaissance 
stations in his theater* This programming should include watch and 
operating schedules for the ground stations, position and operating 
schedules for the mobile stations, flight schedules and operating sched- 
ules for the aircraft stations, routing and operating schedules for 
ships and boats »rtilch may be available, instructions for use of receivers 
in routine aircraft flights, and instructions for any missile or balloon 
operations which may be undertaken. In addition, instructions should be 
formulated for the activities of agents when they are available. 

When electronic reconnaissance operations are conducted on a basis of 
uninstructed search, the probability of detecting and receiving significant 
signals is considerably reduced. The use of all forms of intelligence in- 
formation in directing search in certain geographic regions at certain 
times and in certain freouency bands for certain types of signals can 
very greatly increase the chance of gaining a complete picture. In addi^ 
tion, this type of scheduling permits cooperative scheduling of other 
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Intelligence operations i^ich can result in much Improved finished intelli- 
gence* When there is danger of ccmpz^nising a hi^ security source of in* 
formation) cover plans must be worked out to permit the operation to continue 
under disguise. 

3* Disscraination of dectronic intelligence 

After gathering a complete intelligence picture of enany 
activities and intentions) it is highly important to make this informa- 
tion available to people who need it. Sometimes this need conflicts with 
the need to conceal our sources of information and the need to keep the 
■enany guessing as to how much is known about his situation. In sane cases 
inadequate security destroys the revealed sources of information and permits 
the eneiqy to plai more logically. On the ether hand) an cverzealous security 
policy may play into enemy hands by preventing our full use of intelligence 
information. Lack of knowledge aiid failure to act c*» it are operationally 
equivalent, 

a) Classification as l ow as permitted by security 

The need for wide dissemination of electronic intelligence 
coupled with the need for security suggests a number of different levels of 
analysis and dissanlnation of the results of electraiic reconnaissance. 
Preliminary analysis and results applicable to field problems should be 
available as raoidly as possible at the individual sectors. More sophis- 
ticated analysis should go on simultaneously in the theaters, and final 
analysis at several security levels should be carried out for appropriate 
distribution in the United States. Care should be taken at eve»nr r.lep to 
produce material at the lowest practical level of classification, and 
highly secure information should not be mixed with lower classification 
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data except for the preparation of hi^ level reports* Material of great 

value to commercial research and development companies, for instance, can 

often be prepared at a Confidential or Secret levdL and used to good 

advaitage, whereas a Top Secret document could not be so widely distz*ibuted* 

U* Coordination of electronic reconnaissance with other collection 
efforts 

, Electronic reconnaissance contlnTially draws target information 
from other types of intelligence activity and at the sane time can famish 
target material to such activities as photographic reconnaissance* As an 
example, when new radar frequencies were detected by electronic reconnaissance 
operations in 19lili, the station location on the basis of direction finder 
plots was turned over to the photo reconnaissance wing with a request for 
low-level oblique coverage* The resulting photographs returned to elec- 
tronic analysts enabled a much better description of the new radar type 
and a better analysis of its performance* To make the most of this typo 
of cooperative operation it is necessary for the personnel of other re- 
connaissance efforts to be aware of the benefits of successful electronic 
reconnaissance* This can best be demonstrated by furalshlng them useful 
data* The missions of other collectors, such as attaches and agents, may 
be augmoited in the same way* 

D* Communications in Electronic Reconnaissance 

Widespread, successful electronic reconnaissance operations cannot 
be carried out without rapid, explicit ccxnmunlcatlons in both directions 
along the chain of command, and in other directions as well* These 
communications are, of course, subject to enany communication intelligence 
efforts, and provisions must therefore be made for security as well as 
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speed* Further, It is oftoi a matter of considerable interest to transmit 
waveform information or other data which cannot easily be spelled out in 
spoken or written text. 

1. Communication needs 

Comntunication requirements in the electronic reconnaissance 
process can be expressed in terms of the lines of communication needed, 
the estimated flow of traffic over these lines, and the acc^table delay 
in transmission of messages and data over the lines. In common with 
other intelligence collection devices, an electronic reconnaissance station 
is a point at which an early indication of enemy attack may be received and 
recognized. A message announcing this information is very important and 
should not be delayed, even for reasons of security. It is therefore 
important that each electronic reconnaissance station have a communication 
facility idiich is immediately accessible for a small quantity of hi^ 
precedence traffic. Security on this system is desirable, but is con- 
siderably less Important than the quick transmission of the message. 

The line of communication over idiich this message travels can well be 
the direct line A?om the station to the sector or theater analysis center, 
provided that there is a qualified 2li-hour-duty officer at the csiter to 
receive this message and notify the proper authorities. 

A second rapid line of communication is needed between two or more 
stations idiich are cooperating in a single operation. Here, rapid conmu- 
nication is essaitial for such activities as the coordination of direction- 
finder activity or concentration of facilities on a newly revealed target, 
but in this case the need for security is probably as great as the need 
for rapid conmunication. The volume of traffic is fairly small, but any 
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appreciable delay Is intolerable* This problan will be exanlned moi^ 
fully in later reports in Wiieh an attempt will be made to compare the 
cost of operation without adequate communication facilities against the 
cost of establishing sufficiently pompllcated facilities for this purpose 
The lines of communication by which operation schedules are trans- 
mitted flrom control points to stations and by which received data are 
transmitted back to analysis centers can tolerate some deliQr In the 
interest of security, but they also pose peculiar problems in aam 
respects because of the requirement for transmitting data in pictorial 
form* Maps, waveform pictures, circuit diagrams, and other pictorial 
data should not normally be delayed long enou^ to go by regular courier 
service, aiLthough a special courier service might be adequate and might 
be less expensive than the necessary secure electrical communication* 
Lines of communication fx^>m overseas theaters to the Ihiited States 
are reqidLred to pass brief, summary Information rapidly and to follow 
throu^ with detailed Information on a slightly delayed basis* Trans- 
mission times for secure communications of the order of one hour or two 
will not be objectionable, provided that high precedaice messages con- 
cerning an imminent outbreak of war or a similar emergency can be passed 
more rapidly. Some types of detailed information should be sent by 
electrical means, and others can be sent by courier without ai^ large 
penalty provided that local action which might be based on them has 
already been ordered ^3 the theater or sector control center* 

2* Possible solutions 

For the ctamiunication link between stations involved in a 
coordinated operation, there is no substitute for a wire or radio circuit 
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wLth on-line cryptographic facilities* This type of equipment can be 
provided for use in some stations, but it is e:qpensLve to operate, and 
the situation will require further study before a suitable recommendation 
can be made. For communication with aircraft and ship stations involved 
in combined operatiwis, short-term security could be obtained through the 
use of pro forma procedures, brevity codes, broadcast techniques, and 
ether special signals j but none of these is adeouate to produce long 
term security, and most such procedures attract eneny attention and 
increase eneny interest in recovering the significance of the traffic. 
Further study will be necessary to specify the term of the security 
idiich is required in these operations and to suggest specific solutions. 

Communicatim links between intercept stations and control stations 
in idiich a small delay is tolerable can be served by current cryptogra^diic 
techniques, and in many cases the necessary messages can be sent over 
existing communication services. Existing facsimile circuits, because 
of their lack of seciirity equipment, are not satisfactory for the trans- 
mission of pictures, drawings, and diagrams* At present, magnetic tapes, 
photographic films, and other record material must be delivered to the 
analysis center by courier service* 

Present electrical communication facilities between the IMited States 
and overseas theaters are probably adequate for the additional traffic 
frail electronic reconnaissance, and present message handling times of 
the order of two to six hours are not objectionable for most of the in- 
formation to be processed in this system. Present courier tines of the 
order of one week seem excessive for much of the information of interest. 
Means of speeding up this type of coinnunication should be studied. 
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V* OVHtFHGHT STSTBC 

Most of the considerations in connection vith an electronic recon- 
naissance system vithout overflight can be applied to overflight systems* 
Overflidit would not effectively modify much of the activity idilch has been 
discussed * It would merely e^ctend the reach of the airborne staticaas* and 
it would carry electronic reconnaissance into areas ^diich cannot be obseinred 
at all without overflight * The overfli<d^t facilities could be fitted into 
the rest of the system as it is envisioned here * . Operations orders and 
schedules would be based on intelligence data^ and cooperation between 
overflying and non-overflying stations would be arranged* Intelligence 
missions would be arranged with other collection agencies to observe the 
total reaction to overfli^t missions* Overflight by means of manned air- 
craft, guided missiles, and free balloons will be discussed* Each method 
has its own peculiar advaitages for specific purposes* 

A* Manned Aircraft 

Under present and foreseeable conditions, a U.S* aircraft over 
Soviet territory would be subject to attack by the Soviet air defense 
forces* Protection against such an attack would normally be sought by 
making the flints under cover of darkness or bad weather and by flying 
either at an altitude high enough to avoid anti-aircraft fire and make 
fighter performance poor or low enough to avoid continuous radar surveillance 
and tracking* 

1* High-altitude mission 

A hlgh-altltude mission would proceed on the assumption that 
the aircraft was being continually tradced and plotted by the Soviet air 
defense forces and that Soviet reaction mi^t vary from amused curiosity 
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to attMk by filters or guided nissiles* With available aircraft types, 
this mission could penetrate from IT«S« bases overseas to any point in 
Russia and return* Coverage could be obtained on all of the interior 
region which is now effectively concealed* Success in finding unusual 
types of signals would depend on the use of properly designed detection 
and reception equipments, on the Soviet reacti<m, and on the means for 
data recovery in case the aircraft is shot down or forced down throu^ 
mechanical failure* Arrangements made in advance for transmission of 
important data by radio Arom the aircraft would be subject to the security 
and communication problems that have been mentioned* The most satisfactory 
method of data recovery would be to have the aircraft return to base and 
land with the information* The extent of information which would be 
obtained ml^t be limited by the choice of darkness and bad weather as 
a time for operations* Signals connected with research and development 
activities and those connected with training would be less likely during 
that time* The depth and effectiveness of the air defense network wotild 
probably be revealed by the efficiency in tracking the intruding aircraft* 
The advantage of this information Should be balaiced against the risks of 
loss of the aircraft and crew and the risk of provoking international 
Arictlon* Resolving power required in the detection and reception equip- 
ment for the Individual analysis of interfering signals would be quite 
high in the high-altitude mission* In East Germany, for instance, an 
aircraft at 60,000 feet would be visible to several hundred radar sets 
on both sides of the frontier at the same time* VBlth deeper penetration, 
this density would probably diminish* 
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The big advantage of overflight with manned aircraft over other 
techniques is that aircraft for some phases of this operation are 
available now* Others could be equipped quickly with available t^pes 
of receivers* These would not be the best stations lAich could be 
devised for this type of activity, but they would ^ve us far more in- 
formation than we are now getting out of the central parts of Asia* 

More study will be roQuli^ed to determine the exact scale of high-altitude 
effort idiich would pay, but an initial assigunent of five to ten aircraft 
to this service would yield much useful reconnaissance data* 

2* tow-altitude mission 

The low-altitude mission would be much harder for the Soviet 
adr defense farces to track and plot, so 'Uiat it might gain access to 
some regions which could not be pentrated at high altitude, and it nd^t 
readi some areas before adequate warning of its arrival could be broad- 
cast* Qi the other hand, the reception range of the low-altitude aiiv 
craft is quite limited, and navigation is also difficult* Receiving 
equipment for the low-altitude mission would not need the high resolving 
power of that used at high altitudes because the signal density would 
never be so great* Aircraft and equipment suitable for this type of 
mission are now available* Data recovery by communication poses the 
same problem as in the case of the high-altitude aircraft, but there 
is probably a better chance of recovering the aircraft* If the enany 
is unable to plot the aircraft accurately, there is some chance that 
unusual defense force behavior will be observed lAich will be uselbl 
from an intelligence standpoint. Low-altitude flights in which the 
navigation is good can pinpoint the locations of intercepted devices 


CONFIDENTIAL 

Approved For Release 2009/09/28 : CIA-RDP89B00708R000500070002-6 - 



Approved For Release 2009/09/28 : CIA-RDP89B00708R000500070002-6 

CONFIDENTIAL 

-76- 

fair ly wdly because they do not hear them over long ranges. The low- 
altitude aircraft suffers in the sane way as the high-altitude one in 
flying at nlght^ and in bad weather* Many of the activities of interest 

A 

are probably off the air. At the same time^ much useful information 
could be collected in this way* The risk would be about the same as 
that for the high-altitude operation* 

B* Guided Missiles 

Pilotless aircraft or aerodynamic missiles such as the Snark, 

Matador^ or Navaho* offer a sometdiat better chance of overflight without 
the risk of personnel^ but with perhaps an increased risk of a serious 
incident* Vehicles of this type now available do not in general have 
sufficient range to fly into Russia to the required distances and return 
to U*S* bases* On tw-way missions they could cover a part of the terri- 
tory of Interest, and on one-way missions they could cover it all* On 
the two-way missions, it would bo possible to recover the missiles or 
parts thereof for recovery of the data. On one-way missions, the use of 
high-frequency radio telemetering of the intercept data to ground stations 
would not be objectionable ft*om a security standpoint, since the launching 
of the missile on a one-way mission would require a previous decision of 
the same security question. A suitable data transmission system could be 
developed fron available components. The missile is somewhat behind manned 
aircraft in time of availability because of the lack of suitable unattended 
receiving systans. Complete requirements for these systems are awaiting 
the resiTlts of this and other similar studios* 

The ilsk involved in a missile flight of either the one-way or the 
two-way type is considerable, but ccnditlons under which this risk would 
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be .ixistlfied may be imagined, and It Is quite likely that idien they occur, 
there nill not be time left for the development of suitable ecmlianent # It 
appears, therefore, that« sub.lect to ftirther studyt develoTMent of unattended 
equipment for these activities and actpal experimental flights In missiles 
can be .iu8tlfled « 

A guided missile offers a facility whj.ch cannot be duplicated with manned 
aircraft for Intentional excitation of defense sjwtons so that their reactions 
may be observed and analyzed.^^^ If a reconnaissance missile is actually 
fired on by electronically controlled devices, the use of suitable receiving 
and transmission equipment will permit analysis of the devices idiich would 
be hard to obtain in any other way. 

Since the guided missile would most probably operate at high altitude, 
the resolving power required in its receiving equipment to separate signals 
for recording and transmission to base will be comparable to that required 
of the equipments in the manned aircraft* This is an exceedingly difficult 
and complex problem, and further studies are needed before definite recom- 
mendations can be given* When a missile excites the defense aystem, there 
is little chance that it will accumulate research and development informa- 
tion from interior laboratories or other tsrpes of radiation which are 
carefully safeguarded. It is possible that later developments such as the 
Navaho, and the satellite missile will escape detection or will not excite 
the defense forces* These missiles m^ be used to collect infoimatlon 
idiich would not be available to a missile which would excite the defenses* 


(l) A* L* Hiebert, RAND Electronic Reconnaissance Conference Summ aiy 
Report , The RAND Corporation, S-15, 1 August 1953 (Secret), 
Chapter HII* ' 
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C« Free Balloons 

The type of vehicle idiich probably offers the smallest risk in 
overflight operations is the free balloon* Such vehicles have been 
built to carry substantial wei^ts* Launching and recovery techniques 
have be«i worked out* No suitable electronic reconnaissance equipment 
has yet been designed, and it would probably require a minimum of three 
years to produce operationally usefbl models. Weather data show that 
during sane months of the year, launchings from a single area in the 
North Sea would result in coverage of all of the important regions of 
the Soviet IMion and most of the satellite nations, with a mavipff mi 
probability in the central part.^^^ By making the gondolas as small 
and lig^t as possible, it would be practical to e^eet flight at very 
high altitudes. Detection and plotting of the balloons would be unlikely, 
and attacks on than would probably be impractical. No particular balloon 
could be programmed to cover any given area at any time, but a number of 
balloons launched at intervals of a few hours would probably guarantee 
coverage of the point in question at least once. The line-of-sight 
propagation range of nearly UOO miles attainable from 70,000 feet would 
mean a very high density of signals at the balloon during a large part of 
the flight. High resolving power would be required for work with individual 
signals. Good statistical data on distributions of signals in frequency 

f* M. Greenfield, D. T. Griggs. Preliminary Stu^^. 
Reconnaissan_^2^1^^^The^^^^ 

Revised Study of Pioneer RArr.nn«< 

«^.orand^ rm-979, ^0 
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might be obtained with equiianent of lower resolving power. The balloon 
is probably the only vehicle which' will be available in the next few 
years which mi^t fly over sensitive interior areas during working hours 
without exciting the defense system. For this reason it mi^t be the 
only vehicle ^diich would obtain much information on Soviet research and 

development and on the training of new farces deep inside Soviet territory. 

\ 

Data recovery from the balloon could be by recovery of the essential 
parts of the gondola in the Pacific area. Some techniques for this have 
been established. The organization and the equipment required are not 
out of proportion with the results expected. An alternate systen^ in 
which the balloon would transmit results over long range by radio would 
require the use of high-frequency radio signals. This system is less 
secure and is also subject to Jamming. The Soviet Union has the best 
developed Jamming organization in the HP region that has ever been ex- 
hibited. It might be possible to communicate small amounts of information 
without interference f but for the relatively large amount desiredy Tecovery 
of the gondola is a more proadsing approach. 

As in the case of missilesy the risk of overflight operatioas with 

( 2 ) 

balloons should be re-evaluated continually. ' The fact that such opera- 
tions may not seem advisable shotild not be cause for deferring the equip- 
moit development) because the political situation can change much more 
rapidly than the development progran, 

(1) L. B. Lannore, glectronic Conside rati ons for Missile Reconnaissance, , 
The RAI'ID Corporationy Research Memorandum Rfi-10^5y 2 April 1953 
(Secret). 

(2) This is the subject of a current RAND study which has not yet been 
reported. 
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VI. ORGAHIZATTON FOR ELECTRCNIC RECONNAISSANCE 

It has been determined that the pn'sonnel who gather, transmit, and 
analyze electronic reconnaissance data must be distributed in a number of 
areas throughout the Vforld, and their work must be integrated closely 
with the work of personnel who gather, transmit, and analyze all other 
foms of intelligence data in order to provide the most complete and 
well-rounded intelligence picture possible. An organization for electronic 
reconnaissance must provide fort 

(1) Operational control of small, widely scattered groups of personnel 
Mho operate electronic reconnaissance stations throughout the 
World. 

(2) Rapid trananission and analysis of received data at several 
different geographic, operational, and security classification 
levels. 

(3) dose cooperation, or integration with other intelligence collection 
and analysis systems at all applicable levels, both for operational 
control and for analysis. 

(U) Supplying and administration of properly trained personnel for 
collection and analysis activities. 

(5) Logistic support of collection and analysis facilities. This 
includes both conventional housekeeping support and a hl^ly 
specialized technical support. The technical support must 
provide a great degree of flexibility in the numbers and types 
of equipments suppli:' to the stations, and it must demonstrate 
a quick reaction to any new enmy development which calls for new 
types of Intercept devices or new operating techniques. 
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Such a wealth of Intercept data can be observed at angr electronic 
reconnaissance station that It Is necessary to plan operations directed 
at the specific Items of major Interest. Particularly where two or more 
stations In the sane sector or same theater can be brought to bear on the 
same Intercept problem. It Is important to bring those stations under 
commcnn operational control so that their attention can be directed spe- 
cifically at the desired objectives. This need suggests that althou^ 

It may be desirable to keep the electronic reconnaissance organizations 
of the three armed services separate at the United States headquarters 
level. It Is certainly desirable to bring the facilities of all of the 
services under commm operational control at the theater or sector level* 

The retention of separate organizations In the Uhlted States provides 
eianents of competition and flexibility idiich are desirable, but competition 
should be replaced by a high degree of cooperation during actual operations 
against an enemy* The need for common operational control suggests that 
such control be exercised by electronic reconnaissance specialists on the 
staffs of theater Intelligence officers* All services maintaining forces 
in the theater could be represented there* This type of organization would 
provide for Integratlmi of the electronic reconnaissance effort with other 
Intelligence efforts and for satisfaction of the requirements of the theater 
commanders as well as the requirements of their headquarters in the Uhlted 
States. It would also provide effective theater support for the electronic 
reconnaissance forces, \dilch is always desirable* 

Electronic reconnaissance information and the Intelligence developed 
fjrom It are needed at a number of command levels, and at different levels 
of security classification* In general, the most detailed Information is 
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needed at the lowest command levels. As this Inf onnatlon. flows upward from 
the intercept stations through ^e analysis centers^ it can be summarized 
and combined with other Intelligence data to produce intelligence of 
progressively greater general interest, and (usually) progressively hi^er 
security classification* The organization by which electronic reconnaissance 
data are transmitted upward through analysis xacilities should be laid out 
aeeordin^y* Since eleetronie reconnaissance information is a perishable 
commodity, the organisation must be designed for very rapid data transmission 
and analysis to provide the necessary information at each level on a current 
basis with the required speed and within the limits of a reasonable expendi- 
ture for communications* 

As an example, let us consider Intercept data with respect to a new 
type of Soviet radar system* It will be assumed that the data are collected 
during the course of a day as a result of directed search in a ground station 
near the border* The original intercept information at the station may bo 
quite detailed. It will contain the time of each interception of the signal, 
photographs or sketches of the wavefomi, scanning pattern, and signal strength 
variations observed, frequency readings, estimates of pulse repetition rate, 
d/f bearings, and any other data which can be observed* As the program 
continues, the same sort of data may be produced each day over a period 
of several weeks* 

The original interception of the new type of signal might be the occasion ’ 
for a hig^-precedence message to the theater control center, giving the time 
of intercept, frequency, and other distinguishing chiuraeteristlcs of the 
signal so that appropriate action might be taken in alerting other stations 
for the same signal or same type of aigial* Later, accumxaation of more 
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data mig^t call for a more detailed message summarizing the results of 
the first few hours of operati<m« This message could be sent at an 
.operational precedence, as it would be of value in directing further 
operations at the control center. At the end of the first da 7 the log 
and all other recordings, films, and other data would be sent by courier 
to the control center. Thereafter, information concerning the operation 
of the particular system could be transmitted to the control center in 
periodic summary messages at a precedence determined by the control center 
and the daily logs and irecords could be forwarded by courier. This is 
currait practice in some installations. 

Information concerning this development would be of immediate value 
to the local ground, air, and sea commanders. They would need the general 
characteristics of the radiation of the set, its estimated purpose and 
place in enemy order of battle, its specific location, probable physical 
appearance, and vulnerability to countermeasures so that they could be 
prepared for operations which might involve this particular piece of 
equipment. Part of this information could be supplied cn the basis of 
electronic reconnaissance data alone. This could be released to field 
units at a relatively low security classification. Part of it would re- 
quire the corroboration and expmded detail which could come only frran 
combination with other intelligence data and would have to be classified 
and released accordingly. 

In the United States, the information given above would be of Immediate 
value to the headquarters of the operational commands. They should receive 
the material at low security classification as rapidly as possible. Where 
the highly classified information would serve to modify the results appreciably, 
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they should receive it also* The information usefhl in research^ developmait, 
and planning would not involve the complete detail required by the operational 
commands. The need for speed in trananission of the bare essentials to re- 
search and development planners would be Just as great, because research and 
development decisions with a vast Influence on the future are being made 
every day, and any new piece of intelligence like the one mentioned may 
modify such decisions considerably* Research, development, and planning 
personnel would need to know the freouenqr band occupied by this type of 
set, the average and extreme values of ch^acteid.stics such as waveform, 
output power, scanning pattern, physical size and weight, the approximate 
number of sets of this type in use by the enemy, and the function of the 
set in enemy systems* Kxact order— of— battle Information and exact locations 
of the sets would not be needed for most purposes* Within the research and 
development structure, the suranarized Infoimation should be prepared at a 
number of classification levels, for use by contractors, project officers, 
and personnel responsible for plans and budgets. 

Thus a flexible organization is required, to operate at several levels 
with facilities for a relatively small volume of rapid communication and am 
outlook for possible uses of intelligence information as well as for collec- 
tion and analysis* 

It has been a recurrent theme in this memorandum that electronic re- 
connaissance supplies one type of intelligence data which must be combined 
suitably with other types for the best results* This means that electronic 
reconnaissance operations must be directed on the basir of or in support of 
other intelligence collection operations and that analysis of electronic 
reconnaissance data must be carried out by personnel who have complete 
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access to other farms of intelligence on a current basis* 

These requirements suggest that electronic reconnaissance collection 
and analysis be incorporated as specific functions in existing intelligence 
organizations* Integration at the theater level is essential, because the 
time lags Involved in coordination at the higher levels are so great that 
much of the benefit is lost* For example, there is little value in learning 
that an opportunity existed to collect an item of inteUigmce Interest 
after the opportunity has passed* 

This means, of course, that in some cases electronic reconnaissance 
missions will be directed in support of requirements established by other 
Intelligence interests. This loss of soverel^ity, however, should be 
tolerated in view of the Improved results obtained by the whole program* 

Where originality in equipments, methods, and lines of attack on 
particular problems are involved, there is some advaitage in competitive 
work anong a number of organizations* This advantage can best be realized, 
of course, with free interchange of information* This consideration wei^ 
quite heavily against the creation of a single, Itoited States authority to 
control electronic reconnaissance at the highest level* It is ^parently 
Incumbent on those idio wish to maintain the present, separate control to 
show by their performance that they can Indeed obtain the advsntages idiich 
are inherent in the system, without allowing any of the possible disadvantages, 
such as overzealous competition, to danage the over-all effort* 

There are a number of personnel problems in connection with electronic 
reconnaissarict** Some of than are listed belows 
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(1) Most of the operating locations and theater analysis centers are 
outside of the United States, so that service In the deetronle 
reconnaissance organization Is almost a guarantee of overseas 
assignment* 

(2) Billsted military personnel, id\o must do most of the operating, 
are in service for such a short length of time that they have 
only a limited opportunity to becone e3q>erienced* 

(3) Current military policy of continual reassignment of officer 
personnel interferes with the development of real competence, 
except In a few rare cases* 

(U) As in other branches of intelligence, the rewards for good 
performance in this fldd are largely confined to classified 
feelings of persoial satisfaction with a Job well done. This 
is insufficient motivation for a great many people. 

Policies which may correct some of these difficulties have been advocated 
in a number of places, but there are many obstacles to be overccane in the 
proposed solutions*^^^ Some gains may be realized by equipment development 
programs, and improved training plans and mission assignments* For instance, 
enlisted personnel, after a much abbreviated training in electronics, could 
be sent directly to actual intercept stations for on-the-Job training. They 
do not need to know the principles of electron optics in order to operate 
an intercept receiver. They need only to know what knob to turn to cariy 
out an assigned mission aid lAtat results to report. Improved eouipment 
design can aid in this respect* 


Beacon Hill Report, Problems of Air Force Intelli gence and Peconnalssance. 
Project Lincoln, Massachusetts Institute of Technology, June 19^2, 
(Secret). 
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The internal complexity permissible in a piece of equipment is de- 
texnnined by the ability of maintenance personnel; in sometdiab the sane 
way the permissible external complexity is determined by the ability of 
the operators* If a small nmber of maintenance personnel can be Tery 
well trained) they can service internally complex, conservativdLy desired 
equipment for a relatively large number of poorly trained operators* Jbrther- 
more, in air operations, the operators are expended at a considerably hi^er 
rate than the maintenance personnel, so the equipment should be made as 
simple externally as possible, and maintenance capability should be extended 
to cover the resulting internal complexity* A balance in this sort of 
thinking is suggested in a recent article on military electronic equipment *^^^ 
One of the major features of electronic reconnaissance is that the 
equipment development field is growing rapidly* Unpnredictable, and sene- 
times radical, changes in direction may bo expected* Many of these find 
us improperly equipped or organized to respond promptly* For exaii;>le, 
the recent Soviet development of Loran-t 3 rpe signals on 150 kc found the 
United States without an adequate search receiver in this band* We would 
be similarly embarrassed by the appearance of multichannel guidance and 
control signals, radar in bands above 11,000 Me, and a number of other 
highly probable enemy developments* 

Organizationally, such a situation requires a flexibility tdilch is 
seldom contemplated In the planning of military units* The force required 
for electronic reconnaissance is small by military standards, and the 

(1) R. J* Nordlund, Is Complexity of Military Electronic s Necessary?. 

Proc* I*R*F*, VoI*^il, pp 965-967, August 1953* 
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equipments i^lch are used are usually purchased in small quantities, com- 
pared with other types of military equipment. Yet electrwiic reconnaissance 
is often burdened with the same t 3 rpe of overhead structure on supply and 
procurement which is airanged for the large scale operations of such fields 
as military communication. Time for establishing requirenents is very 
long. Procurement is slow. Reaction to a new enemy devdopment is re- 
stricted to illegal modifications of station equipment, improper assembly 
of new equipment by personnel with inadequate facilities, and very limited 
procurement of commercial equipment tjrpes which may or may not be suitable. 
Perhaps, more than other intelligence operations, electronic reconnaissance 
needs a built-in reaction capability, supplariented by a streamlined purchasing 
procedure for the procurement of small quantities of badly needed hardware 
at a speed commensurate with the need. This requirement can probably best 
be met fay the creation of a field laboratory and model shop organization 
at theater level, operating under the theater control center and supported 
by a purchasing technique which is realistically designed to carry out a 
smaJ.1 amount of business on a rapid basis. Many of the equipments used in 
electronic reconnaissance are reouired in such small numbers that they need 
not be accepted and approved as military standard, provide that the organiza- 
tion is designed to maintain them and able to purchase the necessary spare 
parts with minimum delay. 
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VII* PROBLEMS FOR FURTHHl INVESTIGAnON 

The Tollowlng problems are contenpla'ted as part of the continuing study 
of electronic reconnaissance: 

A* Determine the number of stations of each ^rpe required for 
adequate electronic reconnaissance of the Soviet Ifaion and the satellite 
nations under pre-war conditions. Show how these statiais should be 
Integrated into nets and coordinated with analysis centers. Show how 
overflight facilities may be incorporated and used (1) in ncm-overfllght 
operations, (2) in overfll^t operations, Detezmine the number of receiving 
chann^s required in each station in each frequent band to assure a 
reasonably complete coverage of the available information* 

B* Study the operating conditions of detection and reception 
equipments in all frequency ranges to specify the requirements which these 
equipments must meet* 

1* Livestigate frequency range, channel widths, number of 
channels, scan rates, recording characteristics, and other features of 
d rtection receivers for use in all types of stations* Among the problems 
which will be considered here will be the detection of signals idiieh occur 
for very short times, and those which are shifted rapidly in frequency or 
other operating parameters, such as pulse-to-pulse frequency dispersal 
radar equipment. Long-range detection of electromagnetic radiations fro# 
fission and frsion blasts will also be considered. Results of the signal 
density study now under way in support of the active-war electronic re- 
connaissance study will be used here to help in defining the detecUon 
requirements* 
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2, Determine frequency ranges, channel widths, number of 
channels, tuning characteristics, correlation facilities, and other features 
which may be required of receivers for reception use in all types of stations 
C* Determine the requiranents of each type of intercut statlcMi for 
antennas and lay out a minimum number of antenna types ^ich might meet 
these requirements. Examine the feasibility of Including d/f capability in 
the design of regular antoma and receiving equipment used in detection 
and reception. If this is not feasible, work out requirements for direction 
finders needed for detection and reception operations in all types of 
stations. 


D. Detemlne the requirements in detection and reception processes 
for recording equipment and lay out general specifications which this equip- 
ment must meet. Determine which eqiilpments are most important from a stand- 
point of the over-all program. 

E. Detehnine the requirements for indicators to be used in elec- 
tronic reconnaissance work in manned types of stations. Show how the 
indicator requirements are related to receiver design choices, recorder 
choices, and requirements of human engineering. 

P. Determine the organization required for proper e]q>loitation of 
the opportunities offered by electronic reconnaissance. Show Aether the 
organizatiwial needs can be met by modification and enlargement of existing 
Intelllgeiee groups, or whether a new special force is justified. Show in 
detail how existing organization or the special force could be integrated 
with existing cold war organizations. By tie-in of this study with an 
active war stuc^, show how the preferred organization would serve in the 
prosecution of an active war. Determine whether cotiplete unification is 
desirable or not. 
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0* Studbr the function of the analysis centers proposed in the 
first problem to detemine idiat equipment and internal organizations they 
require and to propose methods for their operation* 

H* Detmnine the communication reqrairements of the proposed 
electronic reconnaissance networks and estimate the costs of operation 
of the necessary circuits as compared with the additional costs of re- 
eonnaissanee carried on without electrical conmunicatloi for part or all 
of the .aetlvities* Show what facilities would be required for transmission 
of the items of special interest In electronic recoraalssance such as wave- 
forms* Detenaine the period of security required in ground-to-air conmunica- 
tloQ for electronic reconnaissance purposes^ and stiggest security measures 
which can yield this degree of security while permitting the operations to 
continue* , . i 

• %. . .!• Detennlne the force of aircraft^ missiles ^ and balloons re- 
quired for ovwflight operations in connection with properly orgaiized 
non-overflight activity* Show what initial planning of routes and initial 
listening schedules should bo, md how the overflight organization would 
tie in with the eocLsting non-ov^flight organization* -Detwmine the best 
types oliCehicles for each over^ght application and the requirements for 
detection, reception, and recording equipment and for data recovery equipment* 




CONFI DENTI AL 




: Approved For Release 2009/09/28 : CIA-RDP89B00708R000500070002-6 


Approved For Release 2009/09/28 


CIA-RDP89B00708R000500070002-6 

n 


Approved For Release 2009/09/28 : CIA-RDP89B00708R000500070002-6 


